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Video Surveillance Industry Profiles

Video surveillance for commercial and private purposes  

is certainly not a recent phenomenon: Its use dates  

back to the 1960s, when federal law first mandated  

that U.S. banks deploy surveillance video on their 

premises. Assorted industries throughout the world  

soon followed suit.

This is hardly surprising, given that video surveillance 

enables users to efficiently monitor spaces, products and 

traffic around the clock. Currently the video surveillance 

market is conservatively estimated at US$4.5 billion per 

year and is expected to grow 42 percent annually1.

As businesses increasingly appreciate the value of 

surveillance applications, they will invest heavily in new 

video surveillance technologies to protect products and 

promote safe workplace and consumer environments. 

Government and law enforcement agencies will continue 

to use video surveillance to safeguard public property and 

protect the general population.

A recent U.S. survey of a wide variety of 
companies found that 75 percent2 actively  
utilize video surveillance in their daily 
operations. In China, 2006 saw local 
governments launching massive Safe City 
projects in preparation for three high-profile 
international events—the Beijing 2008 Olympic 
Games, the Guangzhou 2010 Asian Games 
and the Shanghai 2010 World Expo—that will 
significantly raise the profile of the country 
and bring in masses of athletes, spectators, 
performers, journalists and tourists. Video 
surveillance utilization in China is expected  
to grow 35 percent annually over the next  
four years.3 Outside the U.S. and China, urban 
security projects have increased significantly  
to safeguard socio-economic investments.  
To date, the major verticals that benefit from 
digital video surveillance technology include:
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Financial Services
 Banks have found they must install video 

surveillance systems at ATMs and branches 
in order to comply with governmental 
regulations and ensure greater safety  
for security-conscious customers.

Transportation
 Transportation authorities for highways, train 

stations and toll booths need a centralized 
system to monitor traffic conditions and deter 
unlawful road, track and toll activity.

Retail
 The retail sector (including malls, shops and 

convenience stores) all utilize point-of-sale 
systems that demand total transparency;  
the video surveillance systems employed  
to achieve this can also be used to monitor 
store traffic and conditions. 

Real Estate

 Upmarket apartments, condominiums and 
residential communities all must demonstrate 
to residents that they have implemented 
security measures to ensure their safety.

Healthcare
 Modern hospitals, ICUs and trauma centers 

must ensure that their patients, staff and 
digital assets are well-protected; a safe and 
secure healing environment is fundamental  
to maintaining a hospital’s good reputation.

Education
 As the need for campus security grows, 

schools must assure parents and education 
officials that students are safe while on 
school grounds.

Commercial
 Commercial structures, such as 

manufacturing plants, industrial areas and 
office buildings, all must provide for the 
safety of tenants, property and sensitive 
commercial data.

Government
 Government agencies, such as the police 

force, military and various ministries, are 
all expected to safeguard public property, 
protect national security and maintain  
public order. 

As video surveillance technology continues 
to mature and expand support to more niche 
applications in diverse industries, its appeal as a 
security solution will no doubt rise exponentially.
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Commitment by Seagate to the Video 
Surveillance Industry
Surveillance systems must run 24x7, and the 
reliability of the hard drive in the system is 
critically important. As a world leader in HDD 
storage technology, Seagate is committed 
to delivering robust and innovative storage 
products that meet the unique needs of the 
video surveillance industry. To address these 
needs, Seagate has developed a complete 
range of surveillance-optimized HDDs, including 
the Seagate® SV35 Series™ drives, the Seagate 
Barracuda® ES drives and the Seagate EE25 
Series™ drives.

Seagate also provides industry-leading design 
and support services matched specifically  
to the needs of the video surveillance industry, 
along with new product updates and 
training solutions specially tailored for  
video surveillance professionals.

The next few pages explore the selection 
of surveillance digital video recorders and 
surveillance storage solutions available in 
the industry, providing helpful information to 
facilitate the informed choices necessary when 
securing mission-critical surveillance data.

Technology Convergence and Integration
Rapid technology advances in recent years  
have driven the maturity of previously  
budding applications, such as PCs, video  
and the Internet, enabling their growing use  
in surveillance applications today.

Thanks to the convergence of video and 
information technology, wired and wireless 
networks that link together computers and 
video surveillance solutions are quickly  
gaining ground. 

The market for networked video surveillance 
hardware is already enjoying exponential 
growth, with major analog surveillance hardware 
manufacturers, such as Panasonic and Sony, 
introducing network video products. As adoption 
of such devices grows, further opportunities will 
emerge as global IT players, such as IBM and 
Cisco, accelerate their initiatives in IP-based 
video solutions.

Meanwhile, video surveillance imaging 
technology itself is undergoing a transformation, 
shifting from standard NTSC and PAL television 
technologies to high-definition (HD) video. 
Leveraging its improved resolution and 
aspect ratio, as well as new video encoding 
technologies, such as broadcast-quality  
H.264 standards, HD video delivers dramatically 
improved image quality.

However, greater adoption of digital video 
surveillance solutions entails massive volumes  
of video data, driving a growing need for 
scalable surveillance storage solutions. Business 
operators are faced with numerous hard disk 
drive (HDD) choices for surveillance systems 
operating in a variety of environments.

Today’s surveillance HDD user must answer 
these tough questions:

• Which HDDs are best for different 
surveillance applications? 

• What is the best interface and the optimal 
storage capacity for different systems under 
different operating environments? 

HDDs in Surveillance Systems

Surveillance Systems Today

The Growing Importance of HDDs  
in Digital Surveillance
Today’s video surveillance systems must deliver 
full-motion video, captured continuously in  
real time and often employing high-definition 
frame resolutions. 

In addition to the widespread availability of 
wired and wireless networks that link together 
computers and video surveillance solutions, 
surveillance users can also leverage new 
applications, such as hardware-based IP video 
and software-based video analytics, to expand 
the impressive capabilities already delivered  
by video surveillance systems.

Furthermore, a growing number of solution 
providers offer systems that link advanced 
digital cameras and video software with existing 
networks employed for access control, intrusion 
detection and cyber security. Such enhanced 
systems enable users to search and filter 
activities in a video events database, isolating 
only those images in which user-specified 
details occur.

As surveillance technology continues to 
advance, the industry is rapidly moving towards 
the introduction of integrated security products, 
consolidating operator consoles, digital  
imaging and HDD-based video storage  
in one comprehensive security solution. 

Such integrated systems give rise to entirely 
new usage models in video surveillance,  
heavily reliant on HDDs to meet the massive 
storage requirements imposed by network-
ready systems that house 24x7 full-motion  
and high-definition video. These new usage 
models are outlined below and detailed further 
in Survellance HDDs—Usage and Applications:

a. Indoor Surveillance DVR Data Storage:

• The need to safeguard organizational 
information and property has prompted more 
effective indoor video surveillance measures. 

• Indoor and enterprise surveillance  
solutions include Surveillance Digital  
Video Recorders (SDVRs), Surveillance 
Network DVRs (SNVRs) and Small Form 
Factor (SFF) SDVRs. 

• Demand for specialized network surveillance 
storage solutions, such as direct-attached 
JBOD and network-attached JBOD video 
storage is rising as surveillance applications 
increase in variety and complexity.

b. Enterprise Video Surveillance   
Data Storage:

• Massive amounts of captured video data 
demand reliable, secure and multi-drive 
RAID-based storage solutions; here the 
HDD’s high-capacity capabilities shine  
most prominently. 

• Solutions include direct attached RAID 
storage, network attached storage (NAS)  
and storage area network (SAN) storage,  
all delivering the benefits of multi-drive  
HDD storage systems.
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Infrared sensor would activate Alarm 
or transfer Alarm signal to remote console
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Figure 1. Indoor DVR block diagram
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c. Outdoor and Mobile Video Surveillance  
Data Storage:

• As today’s security issues grow more 
complex, surveillance concerns often  
extend beyond closed doors and well  
into public spaces.

• To combat such evolving threats, outdoor 
and mobile surveillance has become a key 
element of comprehensive security solutions. 

• While mobile surveillance is rapidly gaining 
prominence as an effective surveillance 
tool among specialist industries, such as 
law enforcement and the military, outdoor 
surveillance has become increasingly 
important in safeguarding public and 
organizational interests.

These diverse video surveillance environments 
highlight the growing importance of HDDs, 
which enable vast quantities of critical  
video data to be stored efficiently, reliably  
and securely.

Advantages of HDD Technology  
in Surveillance 
HDDs are a superior repository for video 
data compared to traditional media, such 
as videotapes, which are often plagued by 
hardware-based issues, such as generation loss 
and incompatibility with newer camera models.

In addition, HDD-based video surveillance 
systems enable a broad range of functionalities 
not available with analog media:

Audit trails 
Consistent with traditional IT guidelines, video 
surveillance applications can provide managers 
with complete, reliable and easy-to-compile 
usage information.

Availability of commercial,  
off-the-shelf hardware 
IT departments can eliminate proprietary “black 
box” systems, whose unique operating systems 
and specialty equipment can raise the cost of 
ownership and subsequent upgrades.

Client/server architecture
Users can issue a variety of remote demands, 
permitting more than one client to view and 
control cameras simultaneously and more than 
one process to access data for more than one 
purpose, such as automatic remote archiving, 
searching and/or exporting data.

Data archiving
Data storage can be automated and distributed, 
enabling both public and private enterprises  
to utilize centralized data elements for security, 
control and convenience.

Easy integration
Quality digital video images streamed from 
high-definition cameras are easy to integrate 

with post-processing applications, such  
as facial recognition and object tracking.

Flexible controls for secure  
user-level access
Administrators can establish flexible controls  
for secure user-level access throughout  
an organization.

Image exporting 
HDD-based surveillance systems can easily  
and securely transfer segments of video data  
for evidentiary purposes, training programs,  
or post-evaluation and reporting.

Higher image quality
Full-frame, high-resolution images delivered 
by modern high-end cameras are seamlessly 
archived on HDDs, enabling easy image  
viewing and authentication.

Plug and play on any network
All networked video servers can achieve plug-
and-play status on any network using TCP/IP 
addresses; multiple cameras simply become 
addressable devices on an IP number.

Remote diagnostics and access
HDD-based video servers enable network 
assets to be remotely managed with network 
management software.

Smart alerts and alarms
HDD-based digital surveillance systems can 
incorporate pixel-based motion detection  
on all cameras; alerts and alarms can be 
configured to trigger other responsive actions. 

Smart search
HDD-equipped surveillance systems facilitate 
pixel-based searching of digital video, enabling 
an operator to highlight an area of interest within 
a camera view and search for pixel variations; 
such searches are completed in mere seconds. 
Video images are time- and date-stamped and 
can be accessed, replayed or copied with no 
detail loss. 

The multitude of additional functionalities 
enabled by HDD-based video surveillance 
systems translates into significant benefits, 
such as enhanced ease of use, greater flexibility 
and robust data security previously unavailable 
in the video surveillance industry.

In addition, the combination of sophisticated 
high-definition cameras and HDD storage 
enables crisp, clear images that are valuable 
in various applications ranging from court 
evidence to forensics detailing.

With such benefits available across the board, 
the most pressing decision most surveillance 
users face comes not in choosing an HDD-
based surveillance system, but in selecting 
the best HDD-based storage solution for their 
particular surveillance systems.

Choosing the Right HDD for  
Your Surveillance System
Storage systems have become an increasingly 
important component of video surveillance 
technology. Indeed, many enterprises seem 
prepared to spend more on storage technology 
than server technology for surveillance systems. 

As hard disk drive technology continually 
advances, HDDs have evolved from mere 
pieces of hardware into specialized,  
complex component systems in which  
a significant portion of their functionality  
relies on software; this is particularly  
evident in surveillance systems. 

However, the growing popularity of HDDs in 
surveillance systems has found many system 
designers, installation and maintenance 
contractors, as well as end users experiencing 
unreliable HDDs with higher-than-expected 
failure rates. 

This phenomenon is mainly due to deploying 
desktop-class HDDs in surveillance systems,  
a common practice. The operating environments 
of surveillance DVRs and desktop PCs are very 
different, and this fundamental mismatch often 
results in premature system failures. According 
to an AS Magazine survey, more than 62 percent 
of SDVR users identified HDD overheating or 
general HDD failure leading to system instability 
as their main operational issues.

This is hardly surprising, given that desktop-
class HDDs consume greater power and are 
not optimized for operating environments that 
entail extreme temperature, as well as vibration 
and shock. Desktop-class HDDs are also not 
designed for 24x7 use and high read-write duty 
cycles, key capabilities that enable SDVRs to 
ensure data integrity and smooth video streaming.

The recent introduction of consumer electronics 
(CE) HDDs only clouds the issue. Where  
CE-based HDDs address power-consumption 
concerns and are to some extent optimized for 
mobile usage, they are still primarily designed  
for the consumer applications market and  
its lower 5400-RPM spin speeds and are  
largely unsuited for the rigorous 24x7 duty  
of specialized surveillance applications.

Given such design inadequacies, it’s no surprise 
that system instabilities have been common, 
affecting the overall reliability of SDVRs. Indeed, 
prior to the launch of the Seagate SV35 Series 
hard drives, virtually all SDVRs used HDDs that 
were designed only for the traditional personal 
computer and did not take into consideration 
the specific operating requirements of SDVR 
storage applications.

However, in recent years SDVR system builders 
and integrators have begun to pay closer 
attention during product design to creating  
a hospitable operating environment for HDDs. 
Similarly, manufacturers overseeing integration 

Desktop-class HDD SDVR-based HDD

Power Supply

1. Start-up current limit: 2.8 amp 

2. Power during scanning    

    operations: 12.6 watts 

1. Start-up current limit: 2.0 amp

2. Power during scanning 

    operations: 8.6 watts 

Operating Temperature Requires cooling fan, CPU fan, etc.

– System or enclosure may require fans. 

– More than 2 HDDs in the same box requires  

   external cooling facilities. 

Storage Capacity

Capacities range from 40 GB to 750 GB.

Supports ATA-7 command set.

160, 250, 320, 500, 750 GB

– Maximum of 100 days for JPEG 640x480,  

   1 image frame per second.

– Maximum of 23 days for MPEG4 640x480,  

   30 frames per second.

– Supports ATA-7 AV streaming command set.

Functionality

Mainly data integrity. 

ECC, error log, retry

Smooth, stable video streaming required for video 

data; emphasis for system data is on data integrity. 

Noise Level
During scan: 3.2 bels

Idle time: 2.8 bels 

Reliability more important than  

low noise levels.

MTBF 600,000 hours (5x8 operation) 1,000,000 hours (24x7, continuous operation)

Table 1. Desktop-Class HDDs vs. Surveillance-Optimized HDDs in Digital Surveillance
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of the overall surveillance system are also 
beginning to take note of these key principles 
when purchasing HDDs for SDVRs:

1. Select hard drives appropriate for target 
operating environment 

 Typical surveillance digital video recorders 
require hard disks designed for: 

 – Low motor start-up current 
 – Low energy consumption
 – 24x7 continuous operation

 Based on these guiding principles, hard 
drives designed for desktop PCs should  
not be purchased from the common PC 
market, regardless of price advantages. 

 If the hard drive will be installed in external 
storage enclosures (especially multi-drive 
storage racks), enterprise HDDs, such as the 
Seagate Barracuda ES drive, should be used; 
these drives are optimized for RAID, JBOD 
and other multiple hard disk drive racks. 

 External surveillance environments subject 
surveillance video recorders to unusually 
harsh conditions, ranging from extreme cold 
to extreme heat. Standard hard drives are 
unable to properly function under such severe 
conditions, thus it’s important to select a 
suitable hard drive, such as the Seagate 
EE25 Series drive, that can maintain normal 
operation in extreme operating environments.

2. 7200 RPM over �400 RPM
A. Higher 7200-RPM HDD areal density 

contributes to greater reliability. 

 The single disk capacity of 5400-RPM 
hard disk drives is 80 GB, while  
7200-RPM hard drives can pack up to 
160-GB capacity in a single disk. HDDs 
often utilize multiple disks within a single 
drive for even greater capacity.

 As a general rule, the fewer system 
components an HDD uses, the lower its 
rate of failure (and the higher its reliability). 
Using more magnetic disks in a drive not 
only impacts reliability, it also requires 
more start-up current for the spindle 
motor, thus consuming more energy.

B. Spindle motor design enhancements  
for 7200-RPM motors

 Seagate pioneered the introduction of  
7200-RPM fluid dynamic bearing (FDB) 
motors in 1996 and has continued to 
introduce numerous product design 
enhancements. Such enhancements  
are only added to 7200-RPM drives,  
as 7200-RPM motors surpassed  
5400-RPM motor reliability long ago.

C. Less frequent head actuator disk scanning 
 The data transfer rates of around 45 MB/s 

provided by 5400-RPM drives and 65 
MB/s provided by 7200-RPM disk drives 
both satisfy the requirements of today’s 
surveillance digital video recorder. 

 

However, because the single disk capacity of 
a 5400-RPM HDD is less than half that of 
a 7200-RPM HDD, the 5400-RPM HDD’s 
magnetic head disk scanning frequency 
will be much higher during data reads and 
writes. This causes the drive’s magnetic 
head (actuator) motor to undergo much 
higher mechanical abrasion during disk 
scanning than a 7200-RPM hard drive.

D. 24x7 operating requirement
 5400-RPM hard drives currently on the 

market are designed for CE applications, 
such as personal video recorders (PVR), 
and cannot meet the 24x7 continuous 
operation demands of surveillance DVR 
systems.

Given these reliability advantages, 7200-RPM 
hard drives will continue to flourish as the 
HDD of choice for SDVR applications.

3. Heat dissipation
 Hard drives are complex electro-mechanical 

devices that can suffer performance 
degradation or failures due to a single event 
or a combination of factors occurring over 
time. One of these factors is heat. Within a 
drive, the reliability of both the electronics 
and the mechanical systems degrades as 
temperature rises inside an SDVR.

 Operating conditions that affect drive 
temperature include:

 a. Ambient temperature

 b. Cooling airflow rate 

 c. Rate and voltage of energy consumption

 d. Duty cycle

 e. Relative humidity

 In addition, SDVR designs commonly include 
enough storage to hold a specified amount 
of online archival video storage. Such system 
archival needs can vary widely, ranging from 
only a few days of archival video up to many 
months and typically will use more than one 
disk drive in the SDVR system.

 As a result, at any given time it is likely 
that one or more drives in the system are 
spinning and running at full performance 
levels even though they are not actively 
being used by the system, thus generating 
unnecessary heat.

 Within the context of SDVR applications,  
the issue of heat tolerance and dissipation  
is an important consideration, both in the  
design of the SVDR housing and in hard drive 
selection. SDVR designs that ensure more 
efficient heat dissipation, in concert with hard 
drives optimized for stable operation under 
extreme temperatures, play a key role  
in optimizing the reliability and lifespan  
of video surveillance systems.

 

Surveillance-optimized hard drives must also 
support features that enable hard drives to 
go into standby mode when not in active 
use, significantly reducing drive power 
consumption and hence heat generation.

4. Video data integrity and reliability 
 Heavy-duty continuous recording and 

playback in 24x7 video surveillance 
operations can take a toll on hard drives,  
with data integrity and reliability issues 
inevitably arising. As SDVRs typically  
use multiple HDDs to record in harsh  
24x7 operating environments, ensuring  
video data integrity and reliability  
is particularly challenging. 

 While desktop-class hard drives are 
designed for data integrity and CE HDDs, 
such as those used in personal video 
recorders, favor streaming efficiency  
over data integrity, SDVR-optimized HDDs 
require both smooth streaming and high  
data integrity.

�. Rotational vibration tolerance
 Rotational vibration (RV) degrades HDD 

performance and the high-density storage 
arrays often found in SDVR deployments 
particularly demand drives with robust 
vibration tolerance. RV stems from the 
two motors (spindle and actuator) in every 
HDD. Vibration can disrupt alignment 
between the head and track, forcing the  
drive to recalibrate itself before it attempts  
to read or write data, significantly reducing  
net throughput.

 The effect is especially obvious in enterprise-
class SDVR applications that employ  
multi-drive system enclosures. HDDs that are 
not specifically engineered for high drive-
count deployments can suffer from poor net 
throughput due to repeated recalibrations, 
caused by rotational vibration from nearby 
drives within the same enclosure (see figure 2).

6. Shock protection 
 SDVR HDDs often operate in extreme 

environments, from commercial surveillance 
to public property surveillance and law 
enforcement operations. These drives must 
tolerate external bumps and jarring without 
disrupting normal operation or compromising 
data. To ensure such tolerance and thus 
safeguard critical data, surveillance-
optimized HDDs must incorporate shock 
protection capabilities.

7. High capacity to support extended 
recording and higher video resolutions

 Surveillance applications typically operate  
24 hours a day, seven days a week without 
any downtime. Such operation, combined with 
the broadcast-quality, high-definition video 

images captured by the latest generation of 
surveillance cameras, can consume massive 
amounts of storage capacity.

 Surveillance HDDs must offer ultra-high 
storage capacity in order to keep pace 
with the capacity-intensive demands of 
surveillance applications. Surveillance 
HDDs will ideally incorporate perpendicular 
recording technology, which can deliver 
up to 10 times the capacity of conventional 
recording technology.

8. ATA-7 support—optimization for video 
streaming and high-speed access

 As the primary function of any surveillance 
DVR is to record image data, support of 
the AV streaming command set is a key 
requirement. ATA-7 is a recent extension  
of the industry-standard ATA command  
set for controlling disk drives, and the 
streaming component of this standard 
enables surveillance-optimized HDDs to 
customize read and write cycles for either 
video or data payloads.

 AV streaming command set support in 
SDVR-optimized HDDs can ensure high-
speed data access and smooth video data 
streaming. However, hard drives that are 
mainly targeted at the desktop PC market  
or consumer electronics user environments 
may not support this SDVR-focused 
command set.

9. SATA—future-proofed advanced  
interface technology

 Although most surveillance digital video 
recorders today still rely on PATA/IDE 
interfaces, within the next two to three years 
the advanced SATA interface will completely 
replace its PATA predecessor. 

 A more data-efficient architecture, the SATA 
interface ensures greater compatibility with 
future hard drive developments. While HDDs 
using the slower PATA interface may not 
disappear overnight, shrinking sales and 
production levels may eventually render  
them more expensive than drives utilizing  
the superior SATA interface. 

Network/IP Storage—Extending HDD  
Use in Video Surveillance
With the pervasive availability of IP networks 
and digital imaging technology, the possibility  
of using low-cost, highly flexible video 
monitoring has become a reality for more  
and more organizations.

Such network video surveillance systems 
are now being augmented with emerging 
technologies, such as access control smart 
cards, biometrics scanning, and motion 
detection systems. These hybrid systems 
are in turn linked to powerful computers via 

Figure 2. The source  
of rotational vibration 

Emitted vibration

Rotational vibration tolerance
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Keeping Your Data Tamperproof

Trends in Data Security
The world is swiftly embracing the need for 
accessibility, storage and protection of digital 
video surveillance content. Such content has 
become increasingly critical in safeguarding 
lives, data and property across all sectors of 
government, industry and society.

Security breaches of sensitive video 
surveillance data (ranging from data theft to 
malicious acts of data manipulation) can cause 
serious difficulties for both organizations and 
individuals, as insecure surveillance data can no 
longer be used in courts to pursue legal action.

Increasingly, data authentication, forensic 
logging and general surveillance video 
data security are key elements of smooth 
organizational operations, underscoring the 
urgent need to control access to systems  
and data.

There are numerous security solutions available 
today to prevent security breaches; one solution 
entails encrypting critical data to safeguard 
against theft and loss.

Encrypting Critical Data
In general, there are two types of data 
encryption: file encryption and full disk 
encryption

File Encryption
• Uses a key to encrypt individual files

– Does not encrypt temporary files created 
by programs—many applications will create 
a temporary clear text copy of any file they 
are editing

– Requires care by user to ensure appropriate 
data is encrypted

Full Disk Encryption
• Uses a key to encrypt all data on a drive

– To users, appears to be a standard drive

– All files (temporary or regular) are encrypted

– User does not have to manage  
data—easy to use

 • Without proper key, cannot recover data from 
encrypted files or entire disk

 

A Look At Seagate Full Disk 
Encryption
Growing concerns over the privacy of data on 
hard drives has prompted Seagate to implement 
a security technology that will make it more 
difficult to read stolen or misplaced data. Full 
Disk Encryption (FDE) technology automatically 
encrypts all data written to the drive by using 
the widely adopted 3DES (Data Encryption 
Standard) algorithm. 

While FDE-enabled hard drives look like 
standard drive units and are easy to use,  
all temporary or regular data on an FDE drive  
are encrypted and can only be read using  
a passkey. Without the proper key, data cannot 
be recovered from encrypted files or even  
the entire drive. Seagate FDE hard drives 
performthis encryption while operating  
at inline speed, enabling systems to achieve  
their full performance capability. Easy to  
install and transparent to the user, Seagate  
FDE drives are far more cost-effective than 
software encryption.

In addition, using FDE makes it possible to 
quickly “erase” the drive. Data is written to an 
FDE drive using a particular encryption key. 
Should the original key be replaced with another 
one, all data on the drive becomes unintelligible. 
This whole process, known as a cryptographic 
erase, takes less than one second to complete.

FDE drives cost only a fraction more than 
standard hard drives and also come with  
the following value-added benefits:

• Industry-leading Seagate 5-year  
limited warranty

• Support and services

• Design services 

wired and wireless IP networks to further 
extend the functionalities of existing video 
surveillance systems.

Together with software-based capabilities  
such as video analytics, these functionalities  
are generating an enormous amount of data  
for surveillance systems to capture daily.  
This massive increase in demand for digital 
storage space is most effectively satisfied by 
high-capacity surveillance-optimized HDDs.

Perpendicular Recording Technology
Perpendicular recording technology (or 
Perpendicular Magnetic Recording, PMR)  
was recently implemented for data recording 
on hard disk drives. First demonstrated by 
Professor Shunichi Iwasaki of the Tohoku 
Institute of Technology in Japan in 1976, 
perpendicular recording technology has finally 
come to the fore after decades of research.

Hard drives basically store data in magnetically 
charged bits. In conventional hard disk drives, 
these bits lay flat on the disk surface. But in 
perpendicular drives, the bits stand upright. 
Because the bits take up less space, more 
room is available on the disk, thus boosting the 
capacity of perpendicular recording-designed 
hard drives.

In addition, standing bits on end further 
improves the reliability of read-write 
performance in demanding applications 
such as surveillance operating environments. 
Perpendicular recording technology is 
compatible with conventional form factors,  
and entails virtually no difference in data record 
and access speeds compared to conventional 
drives utilizing longitudinal recording. 

As conventional hard drive technology based  
on longitudinal recording approaches its 
theoretical limits, perpendicular recording 
technology—with a projected storage density  
up to 10 times greater for the same disk area— 
is rapidly taking over as the recording 
technology of choice. 

Perpendicular recording technology is 
now prominently featured in the Seagate 
surveillance-optimized HDDs, such as the 
enterprise-class Barracuda ES drive; its 
expanded storage capacity and greater data 
reliability are ideally suited for data-critical 
surveillance video applications.

RAID-Ready Design and Features for  
Video Surveillance
Redundant Array of Independent Disks (RAID) 
refers to a data storage scheme using multiple 
hard drives to share or replicate data among the 
drives. Depending on the configuration of the RAID 
system, data integrity, fault-tolerance, throughput 
and capacity can be significantly improved 
compared to single-drive storage configurations.

Fundamentally, a RAID combines multiple 
hard drives into a single logical unit to increase 
hard drive performance and protect against 
hard drive failure. As such, RAIDs are ideal for 
capacity-intensive applications such as video 
surveillance. With decreases in hard drive 
prices and wider availability of RAID options 
built into motherboard chipsets, RAID storage 
is increasingly being used in advanced PC 
systems and digital video surveillance setups.

Data Security—Encryption for Protection
As use of surveillance digital video recorders 
continues to proliferate, surveillance video 
contents will become progressively more 
important as court evidence. To safeguard the 
validity of such evidence, information assurance 
measures must be taken to prevent the video 
data from being tampered with or altered. 

Both software and hardware encryption 
technology is already available to satisfy  
such needs. However, hardware encryption 
does not consume CPU resources and is thus 
preferred over software encryption. Although 
industry manufacturers have yet to focus their 
attention on meeting this market requirement, 
as surveillance digital video recorders become 
more prevalent, SDVR users will inevitably 
encounter the need for data encryption.  

Figure 3
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Incorporating Seagate  
DriveTrust Technology  
in Surveillance Solutions
Seagate DriveTrust™ technology is a powerful 
new security platform that delivers a simple, 
cost-effective way to deploy the highest levels 
of security for computing systems, computer 
electronics and mobile devices. DriveTrust does 
this by protecting data where it lives—on the 
hard drive.

DriveTrust provides an easy and effective way 
to achieve high levels of security for digital 
information. Hard drives utilizing DriveTrust 
technology combine the signature qualities of 
Seagate drives—vast capacity and outstanding 
reliability—with comprehensive, hardware-
based security capabilities. 

In addition, DriveTrust technology provides a 
development platform for independent software 
vendors to create more robust applications that 
can manage security functions or interoperate 
with secure storage.

Hard drives featuring Seagate DriveTrust 
technology provide the following advantages:

FDE Drive Lock
On boot, Drive Lock aborts all data read and 
write operations until user authenticates.

Drive Pairing
• Drive and host share set of secrets (keys)  

at time of integration.

• Drive waits for host to send keys before 
allowing access.

Pre-Boot Authentication
• Drive has a secure area containing code  

that is RUN BEFORE OS boots.

• Secure area is Read-Only and can only 
be modified by supplying appropriate 
authentication.

Full Disk Encryption
• All data is encrypted before writing  

to the disk.

• Data is decrypted from the disk before  
it is returned to user.

• Based on US Government’s approved  
AES 128-bit encryption (predicted to  
take 1000 years for hacker to achieve 
successful break in)

Secure Partition
• Storage located outside regular LBA space

– Access controlled

– Isolated from operating system and  
other software

– Independent and separate access for  
each function

– Independent of encryption function

• Used to store critical information

– Manufacturing information

– Drive access secrets (keys)

– Password and account numbers

– Forensic logs (useful for video evidence  
in court of law)

– Software licenses

Cryptographic Erasure
• Data is written with a particular key (K1).

• Data is read back with the same key (K1).

• Cryptographic erase changes the key (K2)

– Data was previously encrypted with old key.

– When decrypted with new key, data  
is unintelligible.

Management Software
• Seagate is partnering with leading security 

software companies to provide security 
management software for FDE drives.

– Wave Trusted Drive Manager

– Secude TiDoComi

• Seagate DriveTrust solution will include  
FDE drive and management software.

Surveillance HDDs—Usage and Applications

Surveillance HDD Prerequisites
Video surveillance applications place enormous 
demands on storage solutions. Multi-camera 
installations, IP surveillance and high-definition 
digital recording systems are widely used in 
enterprise and government video surveillance 
applications; these generate vast quantities of 
high-resolution, high-frame-rate footage that 
requires massive storage capacity to hold it. 

Furthermore, with retention periods increasing 
up to a year, as per current industry standards, 
surveillance-optimized HDDs must also be able 
to store and quickly retrieve huge amounts of 
archived footage on demand. 

In addition to abundant storage capacity, the 
design and target usage environment of SDVRs 
also demand surveillance-optimized hard drives 
deliver the following capabilities (previously 
detailed in HDDs in Surveillance Systems): 
• Low motor start-up current

• Low energy consumption

• 24x7 continuous operation

• Heat dissipation

• Video data integrity and reliability

• High rotational vibration (RV) tolerance

• Shock protection 

• ATA-7 support 

• SATA interface

In short, surveillance-optimized HDDs must 
ensure that the dual SDVR demands of data 
integrity and smooth video streaming are met, 
all while working in a relentless 24x7 operating 
environment with conditions that can range  
from extreme heat and cold to constant 
vibration and impact.

Furthermore, the spread of network 
technologies via wired and wireless connectivity 
places additional demands on surveillance-
optimized HDDs. Not only must they provide 
ever greater capacities, but they must also 
support network and multi-drive configurations, 
such as storage area network (SAN), JBOD, 
network attached storage (NAS) and RAID. 

Indeed, surveillance-optimized hard drives 
have established a whole new category unto 
themselves by addressing the specific demands 
of video surveillance applications. However, 
within the broad umbrella of video surveillance 
storage, there are also niche applications, such 
as mobile surveillance that demand additional 
capabilities. With such growing diversity in 
digital surveillance operating environments 
comes the need for appropriate HDDs to address 
the different requirements of a broad variety  
of surveillance applications.

In that regard, the selection of specialized 
recording media for a variety of different 
surveillance applications is highly dependent 
on the capabilities of individual surveillance-
specific HDD product families, such as the 
Seagate SV35 Series drives, the Barracuda 
ES drives and the EE25 Series drives, as well 
as their suitability for the target usage models 
described in the next few pages.

Indoor (SDVR) Surveillance
With security concerns at the forefront of many 
organizational agendas, indoor surveillance is a 
key area of focus for companies that implement 
frontline security measures; such surveillance is 
part of a growing segment of video surveillance 
applications that is poised to see exponential 
growth in the coming years.

Generally deployed inside offices, buildings 
and other enclosed spaces to achieve security 
objectives such as safeguarding corporate 
assets and monitoring human traffic, indoor 
surveillance solutions include surveillance  
digital video recorders (SDVRs), surveillance 
network DVRs (SNVRs) and small form factor 
(SFF) SDVRs. 

A major challenge faced by companies 
deploying indoor surveillance solutions comes 
from the massive amounts of data gathered  
by such video surveillance, which typically 
employs multiple high-definition camera  
setups in a PC-based networked environment. 
Storing such vast quantities of data requires 
specialized surveillance storage solutions, such 
as direct-attached JBOD and network-attached 
JBOD video storage, specifically designed  
for network-ready, multi-drive storage of  
round-the-clock video recording.

Indoor surveillance-specific HDD storage must 
also deliver high reliability in 24x7 operating 
environments characterized by high-write  
duty cycles. In addition, surveillance-specific 
HDD storage should incorporate power 
optimization features that maximize energy 
efficiency and minimize heat-related issues,  
thus helping to safeguard HDD reliability and 
data integrity when used in the small form  
factor SDVRs commonly found in indoor 
surveillance applications.

Optimization for data integrity and smooth  
video streaming is another important feature  
of indoor surveillance-specific HDDs,  
as are embedded video read/write profiles  
to optimize the reliable archival and playback  
of high-definition video data.

Figure 4. DriveTrust data protection 
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Seagate Best-Fit HDD
To address indoor video surveillance 
requirements, Seagate recently announced 
the SV35 Series drive—the first hard disk drive 
specifically designed for 24x7 recording in 
today’s demanding video surveillance systems. 

The SV35 Series drive is uniquely built with 
features to improve reliability in surveillance 
video applications, boost performance and 
conserve power. Highly customizable for 
individual or network-based, multi-drive 
applications and environments, the SV35 Series 
drive is the ideal storage solution for all indoor 
surveillance applications.

The Seagate SV35 Series drive is optimized for:
• Up to 100 days of stored video at 24x7 

operation (MPEG4 compressed video, 
720X480, 30fps, I and P frames only)

• 24x7 operational capability with one million 
hours MTBF

• Reduced power consumption: Lower start 
current and active power conservation

• ATA-7 streaming command

• 7200-RPM rotation and SATA 3Gb/s interface

• Up to 750 GB, incorporating the latest 
perpendicular recording technology 

• Backed by the industry-leading Seagate  
5-year limited warranty

• Support and services

• Design services

Application Study: Indoor Surveillance—
Convenience Store  

Challenge
Small- to medium-scale private businesses 
often must establish basic surveillance 
measures to monitor customer traffic flow and 
counter security breaches, driving the growing 
popularity of indoor surveillance solutions.

A good case in point is Convenience Store A, 
which has just recently been set up in a  
bustling town. As a family business managed  
by a husband and wife team with only two  
other staff on duty at all times, it is difficult 
for both business owners to tend to the cash 
register, as well as continually monitor the  
flow of customers. 

In addition, a huge store space coupled with 
the added tasks of constantly replenishing 
stock levels and completing administrative work 
regularly leaves Convenience Store A saddled 
with numerous customer complaints of poor 
service and isolated incidents of theft.

Solution
Install indoor digital surveillance cameras  
at all corners of the store as well as behind  
the counter. 

All cameras are linked via an Ethernet network 
to a central computer in the office that houses  
a Seagate SV35 Series hard drive.

Running 24 hours a day, seven days a week,  
the surveillance cameras capture high-quality 
digital footage that is securely and reliably 
archived, while still readily available for instant 
playback anytime the need arises.

With one million hours MTBF for industrial-
strength reliability, the SV35 Series drive can 
also store up to 100 days of streamed video 
at 24x7 operation, giving Convenience Store A 
peace of mind by ensuring captured video data 
can be retained for up to three months before 
being refreshed.

Results
With all the cameras linked to a central monitor 
in the office, Convenience Store A is able to 
monitor customer traffic, as well as be alerted 
when customers are queuing up at the counter.

Both business owners are now free to tend to 
administrative paperwork and cash registers; 
now they can also monitor staff and customer 
movement at the same time. Incidents of theft 
have been greatly reduced and footage of 
any existing incidents is handed over to law 
enforcement officers to follow up quickly with 
investigations.

The owners of Convenience Store A are now 
free to focus on the daily operations of the store, 
with video surveillance footage enabling them  
to better control their business.

Outdoor/Extreme Conditions 
Surveillance
Security issues often extend beyond closed 
doors, as threats to the public as well as private 
organizations often exist in public spaces. 
To combat these mounting dangers, outdoor 
surveillance has become crucial in addressing 
security concerns. 

Generally deployed on the exterior of buildings 
and other public spaces to achieve perimeter 
security and monitor external traffic, outdoor 
surveillance applications entail varying operating 
environments and applications, thus presenting 
a different set of storage considerations than 
indoor surveillance.

Frequently subjected to extended operation 
under harsh environmental conditions, such 
as heavy rain, excessive sunlight and low 
temperatures, outdoor video surveillance 
often requires high-capacity storage 
solutions that can withstand the elements. 
Examples of outdoor extreme surveillance 
conditions include:

• ATM Machines
• Prison surveillance
• Defense border control
• City surveillance
• Traffic surveillance

Seagate Best-Fit HDD 
The Seagate EE25 Series hard drive is a network 
front-end buffer storage solution intended for 
extreme surveillance operating environments, 
such as high altitude, high temperature and 
high humidity. Specifically designed to deliver 
exceptional physical robustness and tolerance 
for extreme temperatures, the EE25 Series 
drive is ideal for the rigors of outdoor video 
surveillance duty.

The ultra-durable EE25 Series drive features 
outstanding capabilities and benefits, such as:
• –30ºC to 85ºC operating temperature range

• Up to 2.0 G operating vibration tolerance

• Capacities of 20, 30 and 40 GB

• RunOn™ technology: Reliably delivers 
multimedia content under high-vibration, high 
humidity and extreme temperature conditions

• SoftSonic™ technology: Delivers virtually 
inaudible operation

• G-Force Protection™: Assurance against 
everyday shock events

• High capacities: Enables worry-free streaming 
for capacity-hungry surveillance applications

• Backed by the industry-leading Seagate  
5-year limited warranty

• Support and services

• Design services

Application Study: Outdoor Surveillance—
Automated Teller Machine (ATM) 
Surveillance 

Challenge
Financial institutions typically deal with large 
quantities of corporate and private cash flow on 
a daily basis; to ensure the continued wellbeing 
and loyalty of their customers, such institutions 
must implement stringent, state-of-the-art 
security precautions.

Consider Bank B, established over a century 
ago and one of today’s most respected 
financial institutions. Mandated by law to deploy 
surveillance video systems at its branches and 
ATMs, Bank B initially relied on traditional  
analog CCTV surveillance to ensure the security 
of its premises and ATM services.

But the poor quality of CCTV footage did  
not deter tech-savvy law-breakers, who  
targeted the bank using card-skimming 
techniques, compromising the bank’s ATMs  
at various locations.

To investigate these crimes, the bank first 
had to laboriously narrow down the time of 
the offenses, which entailed long weeks of 
manually combing through tape-based footage 
from its outdoor surveillance systems. Despite 
such time-consuming efforts, the bank was  
still unable to positively identify the criminals, 
who took care to strike only at night and in 
locations where surveillance cameras could  
be easily compromised.

Solution
The bank immediately responded by replacing  
its entire outdoor surveillance system for  
ATMs with SDVR solutions equipped with  
high-definition cameras. In addition, the  
SDVRs utilized state-of-the-art Seagate  
EE25 Series HDDs to reliably and securely  
store the high-definition footage streamed  
by the new cameras.

The G-Force Protection feature of the  
EE25 Series drives ensured that captured 
footage would not be compromised, even  
if the surveillance cameras were sabotaged. 
Furthermore, RunOn technology in the EE25 
Series hard drives enables them to reliably 
deliver multimedia content even in high-impact, 
high-vibration environments.

Results
With a new surveillance system in place fortified 
by the ultra-durable EE25 Series drives, Bank B 
is now able to effectively deter criminals, who 
can no longer hide behind poor CCTV footage 
and compromised surveillance systems.

Additionally, Bank B subsequently recovered 
crystal-clear footage from a number of EE25 
Series HDDs that survived similar attacks, 
enabling the bank to positively identify the 
criminals and initiate a series of arrests, thus 
restoring public confidence in the bank’s services.

Mobile Surveillance
Mobile surveillance is another aspect of video 
surveillance, rapidly gaining prominence as 
an effective security tool among specialist 
industries. Encompassing a broad diversity 
of operating environments and applications, 
mobile surveillance presents its own unique set 
of storage considerations for surveillance users.

Typically entailing extended operation under 
extremely mobile conditions, mobile surveillance 
often requires high-capacity storage solutions 
capable of withstanding physical impact without 
disrupting operation, thus ensuring access  
to high-quality video content while on the move.

In addition, mobile surveillance applications 
commonly involve vehicular surveillance sys-
tems installed in law enforcement and military 
vehicles, such as police cars, aircraft and other 
specialized mobile surveillance apparatus. As  
a result, mobile storage solutions that are both 
shock-resistant and highly tolerant of altitude 
and climatic variations are in great demand.

Seagate Best-Fit HDD 
Addressing these mobile surveillance issues, 
Seagate has customized the EE25 Series drive 
for reliable performance in high-motion, high-
impact applications such as mobile SDVRs.
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Boasting advanced features such as RunOn 
technology, SoftSonic technology and G-Force 
Protection, the EE25 Series drive is built to 
withstand difficult vibrations, humidity, shock and 
altitude conditions for prolonged periods while 
delivering high data integrity and smooth video 
streaming with virtually inaudible operation.

All of these features make the durable EE25 
Series HDD an ideal choice for mobile 
surveillance applications. High-capacity storage 
powered by the EE25 Series drive ensures 
worry-free video streaming for capacity-hungry 
surveillance applications on the move.

The exceptionally durable, ultra-mobile EE25 
Series drives features:
• –30ºC to 85ºC operating temperature range

• Up to 2.0 G operating vibration tolerance

• Capacities of 20, 30 and 40 GB

• RunOn technology: Reliably delivers 
multimedia content under high-vibration, high 
humidity and extreme temperature conditions

• SoftSonic technology: Enables virtually 
inaudible operation

• G-Force Protection: Defends against 
everyday shock events

• High capacities: Ensures worry-free 
streaming for capacity-hungry surveillance 
applications

• Backed by the industry-leading Seagate  
5-year limited warranty

• Support and services

• Design services

Application Study: Mobile Surveillance— 
Law Enforcement Vehicular Surveillance

Challenge
The need to rapidly archive large data files 
is becoming a critical communications 
requirement in law enforcement for Police 
Force C, which has installed mobile surveillance 
measures in its police vehicles to aid in 
gathering field data and video footage.

However, the integrity of recorded information 
is often compromised by unreliable storage 
systems that are prone to failure due to 
the extreme physical demands of mobile 
applications; as a result critical evidence  
can potentially be rendered unusable.

Police Force C needs to correct the weakest link  
in its mobile surveillance systems—storage 
systems that are optimized for CE applications 
rather than mobile video surveillance applications.

Solution
Upgrade its existing storage by installing 
mobility-optimized EE25 Series HDDs  
in its mobile surveillance systems.

The wider operating temperature range of 
the EE25 Series drive ensures that the HDD 
is able to maintain smooth operation even in 
extreme temperature variations, ranging from 
–30ºC to 85ºC. 

RunOn technology built into the EE25 Series 
drive reliably delivers multimedia content under 
high-vibration, high-humidity and extreme 
temperature conditions; in addition, G-Force 
Protection defends against the hard knocks  
of field operation.

Results
Police Force C is now able to reliably document 
and archive field data captured by its mobile 
surveillance systems, thus adding another 
powerful tool to help maintain law and order. 

Enterprise Surveillance
The enormous quantity of video footage that 
enterprise surveillance systems can generate 
presents, by itself, a significant storage capacity 
challenge. Factor in the requirement to maintain 
long-term storage, archival and playback for 
reference purposes, and capacity concerns 
become even more daunting.

Such capacity challenges are particularly 
evident in companies that adopt IP-based, 
multi-camera surveillance, where the sheer 
volume of video data collected drives the  
need for server-class enterprise surveillance 
storage solutions that go far beyond typical 
capacity levels.

At the very minimum, massive amounts of video 
data require reliable, high-capacity storage 
solutions; but many enterprise surveillance 
applications impose more stringent standards, 
requiring deployment of multi-drive capable, 
network-based storage solutions, such as direct 
attached RAID, network attached storage (NAS) 
and storage area network (SAN).

As can be seen, enterprise surveillance 
demands comprehensive RAID/JBOD features, 
RAID-ready design and enhanced RAID 
performance in storage solutions, reflecting the 
widespread need for capacity-intensive storage 
solutions that have come to define enterprise-
class surveillance applications today.

In addition, multi-drive-capable enterprise 
surveillance applications also require high  
RV tolerance to ensure optimum drive 
performance, a critical factor in operating 
environments (such as RAID configurations) 
where multiple hard drives are tightly  
packed together. 

These rigorous requirements clearly exceed 
those of a basic enterprise surveillance storage 
environment: high reliability, 24x7 operation with 
high-write duty cycles and optimization for data 
integrity and smooth video streaming.

Seagate Best-Fit HDD 
To address these more demanding enterprise 
surveillance storage requirements Seagate  
has launched the Barracuda ES drive, the  
best-in-class HDD for ultimate capacity, 
enterprise-class surveillance storage applications.

Designed for 24x7 operation with high-speed 
storage capacity and data reliability, the 
Barracuda ES is uniquely suited for high-capacity, 
multi-drive video surveillance; it combines 
the highest reliability, capacity and best 
performance capabilities available in RAID  
and JBOD systems.

The Seagate Barracuda ES drive is also ideal 
for the needs of network-based applications, 
such as SNVR, NAS and SAN storage systems, 
having been specifically designed for true 24x7 
systems that are capable of round-the-clock 
continuous operation; furthermore, it features 
the highest RV tolerance currently available in 
the diverse Seagate product families.

The Barracuda ES drive is a true workhorse, 
designed to deliver ultra-high storage 
capacity in demanding enterprise surveillance 
environments:
• High rotational vibration tolerance for  

closely-packed, multi-drive system designs

• MTBF up to 1.2 million hours, industry’s 
highest-reliability 7200-RPM drive

• Multi-drive firmware for maximum system 
performance

• Designed for 24x7 operation

• High capacity up to 750 GB with 
perpendicular recording technology

• Up to 2X performance in RAID and  
JBOD systems

• Ease of integration, uses common platform 
for all capacities

• Advanced power management for reduced 
power use

• Highest-capacity enterprise SATA drive  
on the market—up to 750 GB

• Backed by the industry-leading Seagate  
5-year limited warranty

• Support and services

• Design services

Application Study: Enterprise Surveillance—
IP-Based Surveillance 

Challenge
As companies increasingly adopt corporate 
governance measures to safeguard enterprise 
assets and ensure workplace safety, enterprise 
surveillance is rapidly finding favor as a 
security tool.

A case in point is Company D, a multinational 
organization with hundreds of employees 
working in various capacities at its sprawling 
plant in an industrial park.

With critical manufacturing facilities and 
administration offices all centralized in one 
location, coupled with a large volume of daily 
visitor and employee traffic, it is imperative  
for Company D to establish comprehensive 
traffic monitoring controls via large-scale 
enterprise surveillance.

Solution
Install IP-linked surveillance cameras at all 
access points and high-security perimeters  
in the plant to achieve 24x7 blanket video 
coverage of key traffic areas.

These cameras are in turn linked via  
Company D’s corporate network to several 
security PC terminals, employing specialized  
surveillance software to control motion 
detection and facial recognition features,  
as well as camera movements.

All of the installed cameras are configured to 
simultaneously channel their high-definition 
video feeds into a central video server that is 
made of up several Barracuda ES hard drives 
operating together in a highly-optimized,  
multi-drive RAID configuration.

Specifically designed for 24x7 operation,  
the Barracuda ES drive is not only the  
industry’s highest-reliability 7200-RPM drive,  
it is also built for optimum performance in  
multi-drive configurations such as JBOD and 
RAID systems.

In addition, the Barracuda ES drive features 
industry-leading RV tolerance for closely packed 
multi-drive system designs and is the highest-
capacity enterprise SATA drive on the market, 
boasting storage capacities of up to 750 GB.

Results
By employing Barracuda ES HDDs that  
are optimized for networked, RAID-based 
enterprise surveillance storage environments, 
Company D has ensured a robust archival 
platform for capacity-intensive enterprise 
surveillance applications. 

With its Barracuda ES drive deployment, 
Company D can now rest easy knowing that its 
video surveillance footage is not only securely 
archived, but can also be retained indefinitely  
for reference anytime, a fundamental 
component of good corporate governance.

The Seagate Advantage
With the SV35 Series drive, Seagate has 
formally introduced the world’s first hard drive 
specially designed for the specific demands 
of the surveillance industry; the Barracuda 
ES and EE25 Series drives complete the 
initial Seagate lineup of surveillance storage 
solutions. Reflecting the Seagate commitment 
to addressing the global need for an entirely 
new category of surveillance-optimized HDDs, 
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this lineup delivers industry-leading features 
unmatched by the competition.

For example, the Seagate Barracuda ES drive 
clearly bests its closest rivals in a direct  
feature-by-feature comparison (see Table 2).

Featuring 50 percent higher storage capacity 
and twice the efficiency of competing products 
under multiple disk environments such as 
RAID and JBOD, the Barracuda ES drive easily 
tops its class with single platform, multiple 
storage capacity options and sophisticated 
power management capabilities. Its use of 
perpendicular magnetic recording technology 
and advanced firmware features also makes 
Barracuda ES drives the unrivalled choice  
for multiple disk environments.

The commitment by Seagate doesn’t end  
with the surveillance-optimized HDD features 
in its complete range of surveillance storage 
solutions. Seagate is continuously working  
on enhancing product value, from pre-sales  
design consultation services, product  
testing and evaluation, to after-sales product 
warranty servicing. 

Industry-leading Seagate product support 
extends to all surveillance HDD users, 
and includes online product information, 
consultation and even training programs  
for Surveillance Seagate Partner Program  
(SPP) members. 

As the demand for surveillance-specific storage 
solutions continues to grow, Seagate has set 
up a Design Service Center (DSC) to offer a full 
range of research and development, design and 
testing services to help surveillance systems 

builders and integrators incorporate  
Seagate surveillance-optimized HDDs  
into their products. 

DSC helps Seagate customers transform 
innovative product ideas into reliable storage-
driven products. By working with DSC and 
solving problems early in the lab instead of later 
in development or out in the field, customers  
are able to bring products to market faster,  
with lower overall cost and greater reliability.

And whether storage users need to recover 
critical lost business data or irreplaceable 
personal files, they can take advantage of 
the specialized knowledge and cutting-edge 
technology that are hallmarks of Seagate.  
Now offering best-in-class data recovery 
services for all brands and all formats of storage 
media, Seagate combines a generous “no files, 
no charge” policy and proven record of service 
excellence to make it the best choice for data 
recovery service needs.

Additionally, Seagate was the first company 
to provide an industry-leading 5-year limited 
warranty period, reflecting dedication to 
bringing the newest technology and products to 
market, as well as ensuring the highest product 
dependability for all Seagate HDD users. 

Seagate Barracuda ES Drive Product X Product Y Seagate Advantage

Storage Capacity Maximum 750 GB Maximum 500 GB Maximum 500 GB 50% higher storage capacity

Product Reliability 1.2 million hours MTBF, 24x7
1 to 1.2 million hours MTBF, 

24/7

1 million hours

24/7 

Industry leader in product 

reliability

10K-Rad/sec2 Multiple-Disk 

RV Effect

Read: 98% of peak

Write: 95% of peak

Read: 89% of peak

Write: 42% of peak

Read: 80% of peak

Write: 66% of peak

2X more effective under 

multiple disk environments 

such as RAID and JBOD

Multiple Disk Firmware

Error Recovery Control (ERC)

Write Same 

Workload Management

Time-Limited Error Recovery

Write Same
—

Best function suite for multiple 

disk environments such as 

RAID and JBOD

Ease of Integration Single platform Dual platform Single platform

– Single platform, multiple 

   storage capacity options

– Easier to test 

Energy Saving Advanced power management —
Low-energy consumption 

model

Lower energy/cooling 

requirements

Recording Technology
Perpendicular magnetic 

recording

Longitudinal magnetic 

recording

Perpendicular magnetic 

recording

Leader in recording 

technology— 

better performance

Table 2. Comparison of Barracuda ES drive with competitors

Surveillance Design Guide

To ensure surveillance-optimized HDDs deliver 
their maximum performance and reliability, they 
must be installed in physical environments that 
meet the operational requirements of the drives.

While customer needs typically dictate the total 
disk drive capacity an installer employs for a 
specific surveillance application, environmental 
factors play a key role in determining how an 
installer can best deploy such HDD storage.

In general, effective installation of surveillance 
disk drives should minimize the impact of two 
important environmental variables:

• Operating Temperature

• Shock and Vibration

This Surveillance Design Guide discusses  
the issues characterizing these environmental 
challenges and concludes with a comprehensive 
set of HDD deployment and operational “best 
practices” to help installers optimize the 
performance and reliability of their surveillance 
storage solutions.

Heat, Drive Density and Reliability

Elevated HDD operating temperatures can lead 
to higher annualized failure rates (AFRs), both in  
24x7 (8760 power-on hours) and 8x5 (2400 
power-on hours) operational environments. 
Beyond compromising HDD reliability,  
excessive heat can also degrade system 
performance and stability.

A typical SDVR system uses only one CPU, but 
the number of HDDs it employs can range from 
one to several or more. Not only does every  
disk drive impose its power needs on the 
system’s power supply, it also introduces 
another potential point of failure into the system. 
And of course, every HDD produces heat.

Each 3.5-inch HDD actively recording or playing 
back video will consume between 8 and 11 
watts of power, depending on such factors 
as usage model, drive capacity, compression 
algorithm, and so forth. This power consumption 
directly correlates to a drive’s heat production.

An SDVR system’s total heat production, 
divided by its surface area, equals its power 
density—and power density is the key metric 
for determining system cooling requirements. 
The more drives that are packed into any given 
SDVR chassis, the higher its power density and 
cooling requirements will be.

Minimizing the number of HDDs used to meet a 
surveillance application’s capacity requirements 
is one of the simplest and most effective ways 
to cut system power consumption and heat 
production. And by occupying fewer drive slots 
in the SDVR system chassis, greater airflow 
is also promoted.

The availability of high-capacity (up to 750 GB), 
purpose-built surveillance HDDs from Seagate 
enables installers to deliver enormous capacity 
with a minimal number of drives. These HDDs 
also use sophisticated power management 
features to further boost system power 
economy and thermal efficiency.

Calculating Your HDD’s Thermal 
Environment

When determining the thermal environment 
of an SDVR system, it’s important to perform 
temperature measurements under real-world 
conditions. Do not use a thermal chamber,  
as it changes virtually every aspect of the test 
(insulating properties, air flow rate, temperature 
ramp rates, and so forth).

To estimate the maximum temperature to which 
an HDD may be subjected, measure HDD 
temperature (use the drive’s base casting)  
and then subtract the ambient air temperature.  
This yields the HDD base delta-T, or the net 
heat output of the drive after factoring out room 
temperature. Then add the SDVR system’s 
temperature specification to the HDD base 
delta-T to calculate the estimated HDD base 
temp at maximum system specification.

For a more precise picture of the system’s 
thermal characteristics, the proper test  
method is to instrument all surfaces of interest, 
assemble the system and run it in an open  
area with no airflow and stable temperature  
(a typical office works well). Monitor the ambient 
air temperature at least five inches away from 
the system enclosure. Operate the system in  
its actual maximum field usage profile, and plot 
the temperature monitoring points for at least 
two hours. When the temperatures all stabilize, 
the test is completed.
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Shock, Vibration and RVI

Contrary to popular belief, contemporary hard 
disk drives are extremely durable. Although 
HDDs can be damaged, they can typically 
withstand greater impact forces than other 
components in an SDVR system, such as power 
supplies or motherboards.

HDDs are most susceptible to damage from 
very rapid shock events, and a properly 
designed SDVR chassis (utilizing any of  
a variety of form factors and construction 
materials) protects HDDs from such shock-
induced damage. The flexibility of the chassis’s 
plastic and sheet metal outer skin converts 
high frequency, rapid events into slower, low 
frequency shocks; in effect, the SDVR chassis 
acts as a low pass filter.

In addition, the combined mass of an SDVR 
chassis, its associated internal components 
and installed HDDs is relatively high. The sheer 
quantity of high frequency energy needed  
to rapidly move an SDVR system and damage 
the HDDs within is substantial, and rarely  
found in most surveillance environments.

In those cases where damage to an SDVR-
mounted HDD does occur, the cause is often 
attributable to poor HDD mounting and/or 
chassis design.

With these points in mind, it should come as 
no surprise that an HDD is most vulnerable 
to damage when in its unpackaged, stand-
alone state. Without any surrounding chassis 
to dissipate high-frequency energy from 
an inadvertent shock or impact, an HDD 
is particularly susceptible to damage if 
mishandled during unpacking or installation 
into an SDVR. Seagate recommends that all 
installers manage this brief period carefully  
in order to maximize reliability.

Rotational Vibration Index (RVI)

RVI is essentially a mechanical transfer function 
of the chassis, determining if drives can self-
excite due to overly compliant drive mounts. 
Drive mounts that are too stiff will transfer more 
HF vibration from an HDD into the SDVR chassis 
and on to other drives. Even at moderate 
amplitudes, frequencies over 400 Hz cause 
throughput degradation by forcing drive heads 
to repeatedly recalibrate.

However, excessively soft (or “springy”) drive 
mounts are also undesirable because they 
allow movement of an HDD’s actuator motor to 
essentially “wind up” the entire drive housing 
on its drive mounts, inducing HF vibration and 
prompting more frequent head recalibration.

Sequential drive activity is seldom troublesome 
because it entails relatively little head (and thus 

actuator motor) movement and thus generates 
little vibration. By contrast, random drive activity 
causes greater head/actuator motor movement 
and is thus problematic; more frequent drive 
commands from the host will exacerbate  
the situation.

As one might expect, the high drive densities 
commonly found in surveillance RAID arrays 
and network surveillance servers pose even 
greater HF vibration challenges. More drives 
don’t just mean more vibration is generated; 
installing more drives in a chassis also tends  
to make parts of its structure stiffer, raising their 
resonance frequency and making them transmit 
HF energy more efficiently.

Other components in an SDVR chassis can also 
contribute to HF vibration. High-speed fans 
must be soft-mounted to prevent high frequency 
chassis excitation, but the better approach  
is to use multiple low-speed fans to yield the 
same airflow rate with less vibration.

Figure 5. The HDD mounting frame is too weak. When it’s full mounted, vibration issues may occur.

Summary: HDD Deployment Best Practices
Seagate recommends the following deployment 
practices for optimal storage system results:

Drives
Use a smaller number of higher-capacity 
surveillance HDDs to meet application  
storage requirements.

• Fewer drives consume less power, produce 
less heat.

• Lower power density reduces system  
cooling requirements.

• Surveillance HDDs incorporate power 
management features to reduce power  
use and heat output.

• Fewer drives reduce RV problems.

Cabling
When possible, use an 80-pin IDE cable  
or an approved SATA cable.

• Signal integrity: Quality cables mean fewer 
CRC errors and retries.

• Emissions: Quality cables emit less EMI.

Figure 6. Side ventilation alone fails to provide sufficient  
airflow for DVR/HDDs

Figure 7. Weak mounting frame causes insufficient airflow to 
DVR/HDDs

Figure 8. The shock mount as shown in this picture may not 
be a good design for HDD mounting.

Figure 9. ATA 33 cable is unable to supply high-speed  
data transfer.
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Transfer Modes
Operate the drive in the fastest UDMA transfer 
mode supported by the device.

• Faster transfer rates mean lower overhead 
and improved throughput, and may increase 
idle time.

• Seagate HDDs are optimized for performance 
at the maximum transfer rate.

Seagate recommends the following operational 
practices for optimal disk drive results:

Operations
Reduce random operations to improve performance.

• Random read operations cannot be cached, 
requiring the drive to seek; seeks generate 
noise and heat while consuming power.

• Fewer random seeks improves performance 
and reduces acoustics.

• Minimizing random disk activity reduces  
RV problems.

• Whenever possible do the following:

– Combine small transfer length 
commands together; this reduces  
the drive’s duty cycle, its total number  
of seeks and its acoustic emissions.

– Avoid long seeks by locating streaming 
data close together.

Transfer Lengths
Use the largest possible transfer lengths;  
this reduces overhead and improves  
buffer efficiency.

Conclusion
Installers who follow these best practices for 
the deployment and operational configuration 
of their SDVR HDD storage systems will reap 
a host of benefits: higher HDD reliability and 
greater data integrity, longer component life, 
plus improved system performance and stability.

Figure 10: enough air flow has been provided for HDD heat dissipation and the mounting frame is pretty solid.

Usage Model Key Requirements The Seagate Advantage Recommended Seagate Product

Indoor (SDVR) Surveillance:

Inside offices, buildings and 

other enclosed spaces

• Designed for PC-based and embedded 
SDVRs

• Performance hard drive architecture

• Video read/write profiles

• High reliability with round-the-clock 
operability and high-write duty cycles

• Optimization for data integrity and 
smooth video streaming

• High-capacity video storage

• Power optimization

• Up to 750 GB of storage, incorporating 
the latest perpendicular recording 
technology 

• Months of stored video at 24x7 operation 
(MPEG4 compressed video, 720X480, 
30fps, I and P frames only)

• Backed by the industry-leading Seagate 
5-year limited warranty

•  Support and services

• Design services 

Seagate SV35 Series HDD:
• Lower power consumption: Lower start 

current and active power consumption.

• Optimized performance for SDVR 
environment:

 –24x7 operations capabilities with one 
million hours MTBF

 –Data integrity

  –Smooth video streaming

• High capacity for extended video storage

Outdoor / Extreme Condition 

Surveillance:

Perimeter security / General 

outdoor surveillance

• Designed for integrated use with SDVRs

• Designed for reliable performance in 
extreme environments

• Built to withstand difficult vibrations, 
humidity, shock and altitude conditions 
for prolonged operations 

• Optimization for data integrity and 
smooth video streaming

• High-capacity video storage

• RunOn technology: Reliably delivers 
multimedia content under high-vibration, 
high humidity and extreme temperature 
conditions

• SoftSonic technology: Delivers virtually 
inaudible operation

• G-Force Protection: Assurance against 
everyday shock events

• High capacities: Allow worry-free 
content for capacity-hungry surveillance 
applications

• Backed by the industry-leading Seagate 
5-year limited warranty

• Support and services

• Design services 

Seagate EE25 Series HDD:
• –30ºC to 85ºC operating temperature 

range

• Up to 2.0 G operating vibration tolerance

• Capacities of 20, 30 and 40 GB

Mobile Surveillance:

Law enforcement / Military 

applications / Specialized mobile 

surveillance

• Designed for use with mobile SDVRs

• Customized for reliable performance in 
high-motion applications

• Built to withstand difficult vibrations, 
humidity, shock and altitude conditions 
for prolonged operations 

• Optimization for data integrity and 
smooth video streaming

•  High-capacity video storage

• RunOn technology: Reliably delivers 
multimedia content under high-vibration, 
high humidity and extreme temperature 
conditions

• SoftSonic technology: Delivers virtually 
inaudible operation

•  G-Force Protection: Assurance against 
everyday shock events

• High capacities: Allow worry-free 
content for capacity-hungry surveillance 
applications

•  Backed by the industry-leading Seagate 
5-year limited warranty

• Support and services 

• Design services 

Seagate EE25 Series HDD:
• –30ºC to 85ºC operating  

temperature range

• Up to 2.0 G operating vibration  
tolerance

• Capacities of 20, 30 and 40 GB

Enterprise Surveillance:

IP camera-based / Backend 

multiple hard drives video  

data archival

• RAID ready design, enhanced RAID 
performance

• Comprehensive RAID/JBOD features

• High reliability with round-the-clock 
operability and high write duty cycles

•  Optimization for data integrity and 
smooth video streaming

• High-capacity video storage

• Highest-capacity enterprise SATA drive 
on the market—up to 750GB 

•  Up to 2X performance in RAID and  
JBOD systems

•  Ease of integration: common platform for 
all capacities

• Advanced power management for power 
reduction

•  Backed by the industry-leading Seagate 
5-year limited warranty

• Support and services

• Design services

The Barracuda ES HDD:
• High capacity up to 750 GB with 

perpendicular recording technology

• Industry’s highest-reliability  
7200-RPM drive

• Designed for 24x7 operations

• Rotational vibration tolerance for closely 
packed multi-drive system designs.

• Multi-drive firmware for maximum 
system performance

At A Glance: Seagate Surveillance-Optimized HDD Applications
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Case Study Index

END CUSTOMER: Worldcom and 
Thailand Highway

WorldCom Selects Seagate Barracuda 
ES Hard Drives for the CCTV Data 
Storage System on the Expressway and 
Rapid Transit Authority of Thailand

When World Computer Technology 
Limited (Worldcom) of Thailand and their 
partner won the bid to supply the data 
storage requirements for the closed-circuit 
television (CCTV) system deployment at the 
Expressway and Rapid Transit Authority  
of Thailand (ETA) or Bangkok Expressway, 
the company knew that the requirements 
would be extremely stringent, especially  
for the data storage solution that formed  
an integral component of the digital security 
surveillance solution. Worldcom depended 
on the Seagate Barracuda ES drives to meet 
ETA requirements.  

SYSTEM BUILDER/INSTALLER:  
CR Kennedy

CR Kennedy Raises Reliability and 
Capacity—But Not Cost—With First 
Surveillance-Specific Hard Drive 
Solution From Seagate

CR Kennedy builds solution-based 
surveillance systems where expert staff 
tailor systems to meet specific project 
specifications. The systems need to be 
robust, reliable and available 24x7. Business 
owners expect crisp, smooth digital footage 
to be retrievable days or weeks after an 
event occurs, at an image quality that allows 
suspects to be identified beyond any doubt.

Seagate addressed the unique requirements 
of the video surveillance industry and 
DCCTV suppliers like CR Kennedy by 
developing a complete portfolio of hard 
drive solutions engineered to effectively, 
efficiently and reliably store video 
surveillance footage.

MANUFACTURER: BlueStar

BlueStar Optimizes Its DVR  
Surveillance Capability With the  
Seagate SV3� Series Drive

BlueStar has invested a significant amount 
of research and development effort into 
optimizing surveillance devices—and it is 
certainly paying off. By focusing on ease 
of use, high resolution and high reliability, 
BlueStar’s surveillance digital video 
recorders (SDVR) assist in maintaining 
public security and safety in transportation, 
office, community, law enforcement, 
military, entertainment and—especially—
the banking industry.

Faced with several challenges,  
BlueStar set out to find a hard drive  
from a single manufacturer

that would provide reliable and consistent 
performance for its SDVRs against 
the harsh requirements of the SDVR 
environment. With this in mind, Seagate 
provided BlueStar with the ideal solution 
that would meet all its needs.

ECO-PARTNER: ObjectVideo

Smart Surveillance Systems  
Tap Reliability and Performance  
of Seagate SV3� Series Drives

All surveillance cameras can record what 
they see, but most cannot make sense 
of what they are viewing. Surveillance 
systems utilizing ObjectVideo’s intelligent 
video software, however, fall within the elite 
exception.  WPG Systems is the exclusive 
distributor of ObjectVideo products in  
Asia-Pacific. ObjectVideo’s OnBoard 
solution enables video surveillance 
equipment manufacturers and system 
integrators to create intelligent video 
surveillance products. Such intelligence-
imbedded products can see and process 
visual information in the way humans do.

Today video data is increasingly moving 
away from being stored in analog VHS 
tapes to digital hard disk drives (HDD). 
And when it comes to choosing the right 
hard disk for its digital video surveillance 
systems, WPG gives the firm thumbs up  
for the Seagate SV35 Series of HDDs for 
video surveillance applications. After  
going through a series of performance  
and reliability tests, WPG has validated  
the suitability of SV35 Series drives for use 
with ObjectVideo surveillance systems.

Support Services
Seagate is an industry pioneer in developing 
customized hard disk drives for surveillance 
digital video recording systems. It continuously 
works on enhancing its products from pre-sales 
design consultation services, product testing 
and evaluation, to after-sales product warranty 
servicing. Seagate ensures that customers will 
be able to get the information they require on 
www.seagate.com, or they may email or call the 
toll-free to contact the customer support.

�-Year Limited Warranty
Seagate was the first company to provide an 
industry-leading 5-year limited warranty period, 
providing worry-free comprehensive warranty 
coverage for demanding and discerning users.

Since July 26, 2004, Seagate has offered the 
5-year limited warranty on almost all Seagate 
products shipped through its distribution and 
retail channels throughout the world. 

This reflects dedication to not only bring  
the newest technology and products to  
market first, but to always ensure the highest  
product dependability.

Seagate. Your Strategic Partner in Surveillance 
Storage Solutions.

Contact Seagate
For more information on Seagate  
surveillance storage solutions, please visit 
www.seagate-asia.com/surveillance  
or contact your local Seagate representative.
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Glossary

Camera 
An electronic device that converts light into an 
electrical signal.

Decibels 
A logarithmic ratio used to compare 
characteristics of electrical signals.

Light 
Electromagnetic radiation between 400 nm and 
750 nm that is detectable by the human eye.

Light sensor 
A device that is activated by a pre-set amount 
of light falling on it. It can be used to switch 
infrared illuminators on or off. 

LAN (Local Area Network) 
Connects different computers so they can 
communicate with each other. Different 
connection protocols are possible.

Lumen 
A measurement of light that indicates the 
amount of light radiated by a one candela light 
source.

Luminous flux 
The rate of flow of light.

Luminance signal 
Part of the video signal that contains information 
on the brightness of the picture.

Lux 
An international unit of illumination. It is  
the amount of uniform light falling on a one 
square meter area, and is measured in lumen 
per sq. meter.

UPS (Uninterruptible Power Supply) 
Stores electricity and supplies power  
to a CCTV system during a power failure.

Vibration sensor 
A type of device that can be activated by 
vibrations in a pre-determined zone and can be 
interfaced with a switch to activate a designated 
camera for extended viewing.

Video amplifier 
A type of amplifier used to boost the strength  
of a video signal.

Video cassette recorder 
A device that can record (or playback) video  
and audio signals on a magnetic tape housed  
in a cassette.

Video distribution amplifier 
A type of amplifier used not only to boost  
the strength but also create multiple outputs  
of the video signal.

Video intercom 
A door entry system that uses both audio and 
video to communicate and/or control movement 
of people.

Video monitoring 
A trend that uses video to monitor remote sites 
in any part of the world. The video images are 
transmitted through the telephone network.

Video motion detector 
A device that can detect unwanted movement  
in the picture and then generate an alarm.

Zoom lens 
A type of lens with a variable focal length 
ranging from wide angle to telephoto.

Zoom ratio 
The ratio between the maximum and minimum 
focal length of a zoom lens.
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