
To say that digital video surveillance solutions have made a significant 
impact on the security industry would be a dramatic understatement—
According to Gary Wong, senior analyst at IMS Research, the world market 
for network video surveillance equipment grew more than 30% in 2010.1 
And with increasingly flexible and scalable security systems continually 
coming to market, it’s now easier than ever for companies to find the 
optimal digital video surveillance topology for their specific environment.

Overview

Stand-alone surveillance digital video recorders (SDVRs) are ideal for 
companies looking for the easiest, most cost-effective way to enjoy the 
benefits of a digital surveillance system. Each SDVR is an independent, 
stand-alone device that requires no knowledge of networking to deploy 
or maintain. Best suited for use with a moderate number of cameras, 
stand-alone SDVRs bring the power and efficiency of digital surveillance 
to more modest security environments.

Less centralized, more diffuse surveillance settings often benefit from 
DVRs that are interconnected. Such network DVRs (NDVRs, or commonly 
referred to as NVRs) enable remote users to view live video streams and 
play back stored video over a LAN, WAN or Internet connection, using only 
a conventional Web browser. This network accessibility can also streamline 
DVR maintenance and data management.

SDVRs and less elaborate NDVR systems employ direct-attached storage 
(DAS) to house the video data streaming in from their multiple cameras. 
Usually consisting of one or more hard disk drives installed in the SDVR 
or NDVR chassis, DAS storage topology enables significant cost and space 
savings when exceptional capacity and scalability are not priorities.

Technology Paper

Casting a 
Smarter Security Net
Selecting the Ideal Surveillance Storage Solution

1 Bob Violino, “Video Surveillance: The march to megapixel IP cameras continues,” CSO Online, September 2011



Casting a  
Smarter Security Net
Selecting the Ideal Surveillance Storage Solution

As security environments become more complex, they typically demand 
greater storage capacity and expandability than DAS can provide, requiring 
an external storage topology such as network-attached storage 
(NAS). Utilizing the familiar TCP/IP transport protocol and Ethernet 
infrastructure, NAS enables companies to leverage their existing  
network infrastructure, thus lowering the cost of external network-
accessible storage.

Larger-scale surveillance settings that require maximum capacity, 
accessibility and flexibility frequently turn to storage area networks (SANs). 
SAN topology provides an infinitely scalable, centralized storage silo that 
can be utilized by any NDVR on the (Fibre Channel or iSCSI) network. 
A multitude of video cameras can stream to a multitude of NDVRs, the 
resulting flood of data easily accommodated on the SAN.

Profile: Surveillance Topologies

Digital video surveillance solutions fall into two categories: surveillance 
digital video recorder (SDVR) and network digital video recorder (NDVR). 
And these systems in turn employ three distinct classes of storage 
topologies: DAS, NAS and SAN.

Surveillance Digital Video Recorders 

Stand-alone SDVRs are the easiest and most economical way to get a 
high-quality digital video surveillance system up and running. Compact, 
self-contained systems that require only the addition of video cameras 
to be fully functional, stand-alone SDVRs are ideal for businesses that 
have neither the need nor the resources for more complex networked 
surveillance solutions.

Smaller, more centralized security environments are particularly well 
served by stand-alone SDVR solutions. Physical access to SDVR systems 
in such settings is typically convenient, enabling onsite security staff to 
easily review stored video footage as needed, as well as perform routine 
maintenance and data management tasks.

In larger, more dispersed surveillance venues, the benefits (ease of use, 
lower cost) of stand-alone SDVRs may be outweighed by the challenges of 
accessing a multitude of discrete, independent DVRs that can physically 
span considerable distances. In such instances the advantages of NDVRs 
or NVRs can more than make up for their higher cost and more technically 
demanding deployment and management procedures.

Network Digital Video Recorders

Network connectivity enables multiple users to 
simultaneously review video data on NDVRs 
spread across multiple remote sites. In essence, 
NDVRs eliminate the need for close proximity 
to a DVR in order to access its data. Utilizing 
NDVRs can significantly increase the usefulness 
and value of a company’s surveillance video by 
making it more readily available.

A network of Ethernet-connected NDVRs can 
be accessed with just a standard Web browser, 
enhancing user convenience and simplifying 
management duties. Security staff can remotely 
configure an NDVR to automatically archive older 
video data at prescribed intervals, or simply 
record over it as appropriate. System diagnostics 
and troubleshooting can similarly be initiated 
from offsite locations.

Deployment and configuration of NDVRs relies 
on a fundamental knowledge of Ethernet and 
Internet Protocol (IP) standards and practices, 
increasingly common as today even small 
companies routinely manage their own file and 
print servers as well as TCP/IP-based Internet 
and email services.

Direct-Attached Storage

As its name implies, DAS involves storage devices 
directly attached to an SDVR or NDVR. DAS can 
be internal (disk drive mounted inside the DVR) or 
attached externally, via various external storage 
interconnects including SCSI, USB, FireWire, or 
eSATA host bus adapters (HBA).

The primary advantages of an internal DAS 
configuration are its lower cost and smaller 
footprint—drives are carried within the SDVR 
chassis, eliminating the additional expense and 
space needs of external drive enclosures and 
cabling.
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Figure 2. Multiple NDVRs connected via Ethernet network
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Figure 1. Stand-alone SDVR
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In exchange for its higher cost and larger footprint, external DAS delivers 
significantly greater storage capacity and scalability. An external DAS 
enclosure typically offers more drive bays than an SDVR chassis utilizing 
internal DAS, enabling a variety of RAID configurations to be implemented. 
And should more disk drives be needed, additional external DAS enclosures 
can be daisy-chained together to further boost available storage capacity.

However, as company size increases, it eventually becomes more efficient 
to separate storage from DVR systems, so that users needn’t access a 
specific SDVR or NDVR in order to review video stored on its dedicated 
DAS storage. Maximum accessibility and scalability require a central 
storage repository that can be utilized by a multitude of networked DVRs; 
NAS and SAN topologies represent similar approaches to this centralized 
storage model.

Network-Attached Storage

Consolidating the video data from a multitude of NDVRs onto a shared 
storage system delivers significant benefits:

• Virtually unlimited scalability

• Direct access to all surveillance videos

• Easier management and maintenance

In practice, NAS resembles a stripped-down network server, facilitating file 
storage over TCP/IP on an Ethernet network and utilizing common NFS or 
CIFS file-level protocols. As a result, NAS is essentially transparent in everyday 
use; surveillance video from NDVRs simply appears to reside on a standard 
file server. Deployment and maintenance depend on common IP and Ethernet 
protocols, ensuring that modest IT staffs can seamlessly manage NAS.

As with external DAS enclosures, NAS 
incorporates multiple drive bays, thus ensuring 
users can choose the RAID drive configuration 
that best achieves their desired balance of 
performance, capacity and fault tolerance. 
External storage modules can easily be added 
should even more NAS capacity be required.

For many moderately sized surveillance 
environments, NAS offers a compelling blend 
of economy, ease of use, accessibility and 
scalability. However, for larger companies that 
already have a capital and intellectual investment 
in block-level protocols, as well as Fibre Channel 
(FC) and SCSI infrastructure, the superior 
bandwidth and scalability of a SAN often prove 
more effective.

Storage Area Network 

While the basic architecture of a centralized 
network storage pool is common to both NAS 
and SAN, the latter offers significant advantages 
over its less-complex cousin. Block-level 
transfers in a SAN are typically faster than 
file-level transfers in a NAS because there is no 
file system or network overhead; this becomes 
increasingly important as the number of NDVR 
video streams multiplies and effective network 
bandwidth decreases.

Faster block-level transfers combine with 
speedier (16Gb/s) FC throughput to enable 
SANs that deliver enormous scalability without 
network saturation, a liability with some NAS 
deployments.

SANs have traditionally relied on the FC 
interface, most frequently employed in 
enterprise-class storage environments. A data 
transmission protocol that takes in components 
such as HBAs, switches and cables, Fibre 
Channel is expensive to deploy; furthermore, 
it requires considerable expertise to configure 
and manage, well beyond that found in a typical 
small company.

A burgeoning complement to FC SANs, IP 
SANs combine TCP/IP networking protocols 
with the iSCSI data transfer protocol to enable 
more modestly sized companies to realize 
many of the benefits of SAN storage without 
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Figure 3. Stand-alone SDVR with internal DAS
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Figure 4. Stand-alone SDVR (left) with external DAS (right)DATA
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Figure 5. NAS (center) enables multiple NDVRs to access shared storage system
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the daunting expense and complexity of a Fibre Channel-based solution. 
Furthermore, as cloud architectures gain momentum, Ethernet SAN designs 
become more and more attractive—combining the simplicity of DAS and 
the advantages of shared storage.

• ATA-7 streaming commands allow data reads/
writes to be tailored for increased video 
streaming performance

• Massive capacity—up to 3TB—stores up to 
42 days of high-resolution video (1280x1024, 
30fps, H.264).

• Perpendicular recording and AcuTrac™ 
technology boost capacity and reliability

Seagate
 
Constellation® ES Drive

Seagate Constellation ES drives have the  
industry-leading capacity, reliability and enterprise 
features demanded by capacity-intensive RAID 
applications, such as digital video surveillance. 
Constellation ES hard drives are the ideal SATA 
or SAS solution for enterprise video surveillance 
storage applications.

Best-Fit Applications

External DAS RAID; NAS and SAN

Key Features and Benefits

• Capacities up to 3TB

• Optimized for 24x7 multi-drive  
storage environments

• Best-in-class rotational vibration tolerance

• Maximum performance in high drive-count 
storage systems

• Perpendicular recording and AcuTrac 
technology boost capacity and reliability

• RAID-friendly design maximizes  
performance, reliability and data integrity

• Future-proofed SATA and SAS  
interface support

• MTBF up to 1.2 million hours, industry’s 
highest-reliability 7200-RPM drive
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Figure 6. SAN handles more NDVRs due to greater bandwidth, scalability

Seagate Surveillance Storage: The Purpose-Built Advantage

As can be seen, choosing the best topology for a given surveillance 
environment is fundamental to obtaining superior performance and value 
from a DVR-based solution. But selecting the optimal hard disk drives for that 
solution can also play a key role in maximizing overall system effectiveness. 
That’s why Seagate has specifically designed two hard drive families to 
address the unique challenges of digital video surveillance storage.

Seagate® SV35 Series™ Drive

The Seagate SV35 Series drive is the industry’s leading hard drive designed 
for 24x7 video recording in today’s demanding video surveillance systems. 
The drive enables security equipment professionals to improve SDVR reliability 
and video recording performance by recording multiple video streams 
simultaneously while consuming less power and generating less heat. Now 
professionals can design for lower cost, reduce heat (extending the life of their 
system) and use a storage solution that will grow with their technology.

Best-Fit Applications

SDVR and NDVR internal DAS; external DAS JBOD

Key Features and Benefits

• Capacities up to 3TB

• Designed for 24x7 operation and high write duty cycles

• Lower power consumption and reduced heat generation


