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In 2014, over half of U.S. large organization IT decision makers surveyed by British 
Telecommunications reported feeling “very or extremely anxious” about the security 
implications of cloud computing—a figure up 10% from the year prior. From the 
celebrity nudes “iCloud hack” to a Xen glitch causing an Amazon EC2 reboot, cloud 
security stumbles are noticeable and damaging to assets and credibility. The Ponemon 
Institute noted as its top take-away in 2014’s “Data Breach: The Cloud Multiplier 
Effect” that “Cloud security is an oxymoron for many companies. Sixty-two percent 
of respondents do not agree or are unsure that cloud services are thoroughly vetted 
before deployment.”

Experienced IT security workers won’t be surprised to learn that Ponemon found that 
“the likelihood of a data breach in the cloud” is increasing because “the majority of 
companies are circumventing important practices,” such as proper vetting of providers 
and conducting audits. Human failure to adhere to proper, often complex processes 
constitutes the cloud’s main security risk. The odds of this improving anytime soon 
seem limited.

For a wide spectrum of users, there is a better, easier and more budget-friendly way to 
move critical data safely from one person to another: the Aegis Secure Key (ASK) 3.0.
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At a Glance

Measuring only 3.76” x 0.96” x 0.50” and weighing 1.2 
ounces in its tough outer sleeve, the ASK 3.0 looks similar to 
other thumb drives. The device’s black, extruded aluminum 
shell fights dust and moisture intrusion according to IP-58 
specifications. Behind the casing, engulfing the device’s 
circuit board, a hardened layer of epoxy enhances sturdiness 
and protects the Aegis’s chips and leads against prying 
hacker probes. Whether under attack from an Escalade or an 
oscilloscope, the ASK 3.0 can take it.

The ASK 3.0 stands out among sturdy USB flash drives on the 
basis of its best-in-class data protection, driven by military-
grade encryption and a compact, user-friendly keypad. 
Whereas most “secure” flash drives require authentication 
through a client application (some Windows-, Mac OS-, or 
Linux-based program running on the host computer), the ASK 3.0 
is entirely host-independent. No mouse or keyboard input is 
necessary; only a powered USB port and a storage file system 
are required. Interact with the ASK 3.0’s security through its 
12-button keypad. Device administrators assign a PIN of 7 to 
16 characters. Just like using an ATM to get cash, if the user 
fails to supply the correct PIN, no further interaction is allowed.

The ASK 3.0 boasts a range of features designed to enhance 
security without hampering ease of use. For example, the 
Read-Only Mode allows data to be accessed but not modified, 
preventing the accidental contraction of malware from 
unfamiliar hosts and providing clear assurance for forensic 
investigation that data has not been modified since its original 
placement on the drive. As with self-encrypting hard drives, 
the ASK 3.0 will Auto-Lock whenever unplugged from its 
host, and admins can further set Auto-Lock to engage after a 
customizable time-out period. (For instances in which locking is 
inevitable but undesired, such as reboot, the ASK 3.0 provides 
a Lock Override Mode that keeps the drive open until USB 
power is physically removed.) 

 

The ASK 3.0 offers several features focused on thwarting hack 
attacks. The problem with PINs is that they’re subject to brute 
force attacks. That’s why the ASK 3.0 allows admins to specify 
a number (up to 20) of login attempts before the ASK 3.0 
deletes the embedded crypto keys, effectively wiping all of the 
device’s data. To prevent timing attacks, in which hackers try 
to identify cryptographic values according to the time taken to 

 

 

execute them, Variable Time Circuit technology on the ASK 3.0 
will minutely randomize operation execution times to prevent 
attackers from finding a pattern. And if the drive ever seems as 
if it might unavoidably fall into unwanted hands, a Self-Destruct 
PIN will wipe the memory and revert it to fresh-from-the-factory 
settings.

Use Cases

Attaching files from one user to another via email may be the 
most convenient way of sharing data, but that doesn’t make it 
the safest or most appropriate. Sometimes, files simply need to 
be delivered by hand, and their security needs to be preserved 
while en route. Additionally, the throughput limitations of 
online file transfer become prohibitive within a few hundred 
megabytes. Few users want to risk letting transfers go on for 
hours or even days, no matter how secure the connection may 
appear.

The ASK 3.0 ships in capacities of 30, 60, 120, or 240 
gigabytes, making it a much more suitable fit for larger 
transfers. A secure sneakernet provides peace of mind when 
moving sensitive data.

The Seagate SandForce cryptographic controller within 
the ASK 3.0 currently has pending approval for FIPS 140-2 
certification. This makes the storage device a desirable fit for 
government departments and agencies that require FIPS 140-2 
accreditation for the storage, transfer and sharing of sensitive 
but unclassified (SBU) information.

Many vertical markets may not share the government’s FIPS 
140-2 requirements, but they have their own similar regulations 
in order to ensure compliance. Healthcare and finance are 
arguably the two most prominent of these tightly regulated 
industries. Other examples can include education, energy 
production, food and beverage, insurance, real estate and 
telecommunications. In these and other organization niches, 
data security may become imperative, and conventional 
methods of online delivery may prove infeasible and/or 
inadvisable.

By opting for a PIN-based approach, the ASK 3.0 offers 
several advantages over its competitors. Fingerprint/biometric-
based alternatives are well-known for their dicey recognition 
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accuracy. Some options that require client software were left in 
the cold when Apple updated Mac OS. Additionally, solutions 
requiring on-premise or cloud-based server management add 
considerable expense that may be wholly unnecessary in most 
situations. Apricorn’s approach delivers the optimal mix of 
convenience, security and cost-savings.

The Brains: Seagate’s SandForce SF2000  
Controller

All digital storage devices require a controller to organize read/
write operations and perform media management. Flash-based 
storage devices may have a slightly tougher job due to the 
additional demands of writing on NAND media and executing 
efficient wear-leveling strategies for maximum memory 
longevity. Commercial and enterprise environments have 
more demands for higher-performance media and bulletproof 
cryptography, making a top-caliber controller a necessity.

For the ASK 3.0, Apricorn opted to base its solution on the 
Seagate SandForce SF2000 controller family, the same silicon 
found in millions of performance-class SATA SSDs. The 
controller is capable of over 60,000 IOPS (with 4K blocks) 
and 500 MB/s of throughput (with 128K blocks), although the 
actual device performance is bounded by the USB’s inherent 
limitations. (Expect results shy of 200 MB/s, which is still faster 
than an internal hard drive and ample for allowing the ASK 3.0 
to serve as a portable, bootable system drive.) By teaming  
the SandForce controller with other on-board elements, the 
ASK 3.0 delivers up to 256-bit AES encryption, the same 
standard (see FIPS-197) employed by the U.S. military.

 

The SF2000 employs a host of technologies designed to 
elevate total solution value. As with other enterprise-grade 
memory solutions, the SF2000 leverages ECC data protection. 
However, the SandForce controller goes further than ECC with 
embedded RAISE (Redundant Array of Independent Silicon 
Elements) technology, which uses the multiple NAND die within 
the ASK 3.0 device to provide RAID-like protection for page- 
and block-level failures.
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The SF2000 enjoys the fruits of SandForce DuraWrite 
technology, a groundbreaking approach to extending a flash 
storage solution’s performance, available capacity, and 
longevity. Because flash devices typically perform two or 
more write operations for every write request, they have a 
native write amplification of more than 2.0. This contributes to 
why SSD writes tend to be markedly slower than their reads. 
However, DuraWrite uses a complex system of data reduction, 
deduplication, and other methods to condense the write load 
before it exits the controller. DuraWrite achieves a remarkable 
write amplification of only 0.5 in a typical work environment, 
writing less data to the media than arrives from the host 
system. This serves to dramatically reduce wear on NAND 
endurance, improve performance, preserve available storage 
space and extend total ownership value.

Big Solutions, Firm Foundations

The ASK 3.0 is remarkably straightforward. The internal battery 
ships partially charged for immediate use and can reach a full 
charge in only 80 minutes. PINS cannot be all of the same digit 
or in a consecutive sequence. 

New users must read how to set up the administrator PIN. 
(Warning: The setup process may take 10 or 15 seconds.) 
New users may also want to print out the page in the manual 
detailing what the different combinations of the ASK 3.0’s three 
LEDs represent. Operations such as setting the Self-Destruct 
PIN or enabling the Unattended Auto-Lock may require a few 
more seconds of study. Overall, it’s difficult to imagine a more 
secure, robust storage device with fewer or simpler controls.

  
Slow Fading RED Battery charging (when plugged into USB port)

  
No LEDs Key locked and asleep

  
Blinking RED Error/incorrect key entry; Mode Not Available; 

User PIN Change

  
Solid RED Locked / Standby state; Awaiting PIN entry

  
Blinking GREEN Key-entry accepted

  
Solid BLUE /  
Blinking GREEN

Waiting for New User / Admin PIN

  
Solid BLUE Admin Mode

 
Solid GREEN Key unlocked

  

  

Alternating  
RED / BLUE

Indicates a mode has been entered that can 
result in the deletion of a User or the data on 
the key (depending on the mode chosen). Also 
used when setting Auto-Lock feature.

  

  

  

One second RED 
followed by one 
second GREEN 
followed by one 
second BLUE

Self-test mode to ensure all components are 
ready and working properly.

3

http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf


seagate.com 

 AMERICAS Seagate Technology LLC   10200 South De Anza Boulevard, Cupertino, California 95014, United States, 408-658-1000
 ASIA/PACIFIC Seagate Singapore International Headquarters Pte. Ltd.   7000 Ang Mo Kio Avenue 5, Singapore 569877, 65-6485-3888
 EUROPE, MIDDLE EAST AND AFRICA Seagate Technology SAS   16–18, rue du Dôme, 92100 Boulogne-Billancourt, France, 33 1-4186 10 00

© 2015 Seagate Technology LLC. All rights reserved. Printed in USA. Seagate, Seagate Technology and the Spiral logo are registered trademarks of Seagate Technology LLC in the United States and/or other 
countries. DuraWrite, RAISE and SandForce are either trademarks or registered trademarks of Seagate Technology LLC or one of its affiliated companies in the United States and/or other countries. All other 
trademarks or registered trademarks are the property of their respective owners. When referring to drive capacity, one gigabyte, or GB, equals one billion bytes and one terabyte, or TB, equals one trillion 
bytes. Your computer’s operating system may use a different standard of measurement and report a lower capacity. In addition, some of the listed capacity is used for formatting and other functions, and thus 
will not be available for data storage. The export or re-export of Seagate hardware or software is regulated by the U.S. Department of Commerce, Bureau of Industry and Security (for more information, visit 
www.bis.doc.gov), and may be controlled for export, import and use in other countries. Seagate reserves the right to change, without notice, product offerings or specifications. CS573.1-1505US, May 2015

What Evaluators Are Saying About the  
Aegis Secure Key 3.0

“I’ve used the [Aegis] USB 3.0 flash drive and am 
definitely a fan. It’s a nice size, sturdy, and fast. It’s what 
I was looking for in a portable thumb drive.” 
 Frank N.

 
“This was the huge accomplishment we were looking 
for in most hardware encryption drives. As of right now, 
there has been no other drive out there that is even 
comparable to this one.” 
 Louis U.

 
“No issues whatsoever. It will fit our needs going forward. 
This is our enterprise standard for USB drives.” 
Chris R.

 
“I’ve been able to boot Windows 7 directly from the 
device, and it performs extremely well. It seems almost 
as fast as the internal SSD.” 
Bob D.

 
“Ease of use rates high. Data transfer speeds are quite 
good. The size of the buttons is not an issue, even for 
my coworker who has big fingers.” 
 Paul K.

 
“I’ve been testing the Aegis for a few days now, and the 
lock override feature seems to work really well. That was 
a great add.” 
 Bob D.

 
“I found it amazing, as did my student. The flexibility 
across Mac/PC platforms is a definite plus, and there 
were a number of other helpful features.” 
Paula M.

“If this is what pre-production looks like, you guys are 
going to make a killing from the official release.” 
Patrick J.
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The ASK 3.0 represents a continuation of tried and true security 
practices melded with innovation. Seagate’s SandForce 
controller provided an exceptional silicon controller solution, 
and Apricorn had the insight and ingenuity to build on top of 
that solution and bring the results to its excited clientele. The 
ASK 3.0 fills a need in a very broad niche, but it could not have 
done so without that controller foundation. 

http://www.seagate.com

