
Ready for the Midmarket  

Executive Summary

As a CEO, CIO, or IT director, you face constant pressure to keep costs down and 
service up. Even a single extended outage can damage revenues—not to mention 
your company’s reputation and brand. With stakes this high, it’s no surprise that 
60+ percent of IT decision makers have identified business continuity and disaster 
recovery as a top priority every year since 2010.*  

In the past, a comprehensive disaster recovery solution required significant 
up-front costs and expenses (CAPEX), plus ongoing maintenance—making it 
unattainable for many midmarket and smaller companies. But thanks to cloud 
service delivery models, these businesses can now get a complete disaster 
recovery solution for a manageable monthly fee. Cloud-based disaster recovery 
solutions significantly reduce total cost of ownership (TCO) by eliminating the 
large initial investment and moving these large CAPEX costs to smaller recurring 
operating expenses. 

The bottom line: World-class disaster recovery services are now affordable for 
midmarket and smaller companies. 

In this white paper, we’ll examine the evolution of disaster recovery, discuss 
relevant advances in technology, review the benefits of using the cloud, show how 
cloud disaster recovery works, and offer a checklist for moving forward.

* Forrsights Budgets and Priorities Tracker Survey, 2010–2013
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(compound noun) 

A Software as a Service (SaaS) 

offering that enables organizations 

to recover their mission-critical 

data and systems in the cloud 

after a disaster. Prior to recovery 

operations, systems and data 

are backed up or replicated to a 

secure offsite facility. 
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Disaster Recovery— 
from Trucked Tapes to Secure Cloud

Back in the mainframe era, tapes were the cornerstone of 
a disaster recovery strategy. Companies diligently backed 
up data onto tapes and trucked them to an offsite facility 
for storage. After a disaster, the tapes were transported to 
a standby location, where the well-traveled IT staff would 
execute the recovery, restoring the data onto equipment 
identical to that at the original site. Recovery was performed 
at a cold site—and was notoriously unreliable, labor intensive, 
and slow. If tapes were lost, stolen, or damaged, critical data 
was gone forever. Purchasing and maintaining duplicate 
equipment was expensive, and transporting tapes and 
employees to remote sites added significant time and expense 
to the recovery process

Next came LAN/WAN application technology, which took 
advantage of replication and co-location/hosting facilities. 
These warm or hot sites were set up with duplicate equipment 
on standby; the IT team would either travel to the site or rely on  
local staff to execute the recovery. This approach was a signifi- 
cant improvement over tape-based recovery, but it was still time- 
consuming and expensive. The duplicate equipment required 
substantial capital investment and setup time—it was also 
labor-intensive and expensive to maintain, requiring upgrades, 
patches, license renewals, and storage expansion. To make 
matters worse, network connectivity to the secondary site was 
often impaired by the same event that took out the primary site. 

Hot, Warm, or Cold?

Disaster recovery sites are rated hot, warm, or cold based 

on factors such as their ability to meet specific recovery time 

objectives (RTOs) and recovery point objectives (RPOs).

• Hot sites duplicate your exact production environment. 
They are the most comprehensive and offer the highest 
availability and fastest recovery times. Hot sites are also 
the most expensive to implement and maintain.

• Warm sites have standby infrastructure and data. They 
typically restore the previous night’s backup, and can 
complete a recovery in one to three days. Warm sites are 
less expensive than hot sites.  

• Cold sites typically require new equipment and use tape-
based recovery methods. They have the longest recovery 
time and are less reliable than hot and warm sites, but 
are the least expensive to maintain. 

The next generation of disaster recovery technologies brought 
dramatic advancements. Disk-based backup technology 
solutions make offsite data transfer fast, efficient, and reliable. 
Add to that data deduplication, virtualization, and cloud 
security features, and you’ve got a complete, modern disaster 
recovery solution.

New Technology, New Advantages  
for Your Business

Following are three modern advancements that make cloud-
based disaster recovery so compelling:

• WAN-optimized data transfer that includes client-side 
data deduplication enables you to transport data and 
applications electronically to geographically dispersed 
locations, helping mitigate your exposure to natural 
disasters such as hurricanes or earthquakes far more 
quickly than you could with tapes. The data deduplication 
process identifies unique data segments within a given set 
of information, then eliminates redundancies when data is 
stored or transferred; put more simply, it backs up only the 
information that has changed. Deduplication reduces your 
storage footprint and associated costs.

• Virtualization drastically reduces the need for (and costs 
associated with) duplicate hardware. It enables you to 
replicate multiple physical systems on a single, vendor-
agnostic virtualized platform. Virtualization can deliver 
tremendous cost savings, as well as save significant time 
and energy via increased automation. Building physical 
servers can take hours, but it takes mere minutes to 
establish virtual environments in the cloud. Virtualized 
platforms can also be tested more quickly and thoroughly 
than their physical counterparts, and they support fast and 
repeatable processes.

• Cloud security addresses the concerns of some early cloud 
adopters, ensuring ironclad data security and multiple levels 
of protection. Best practices include applying military-grade 
256-bit AES encryption while data is in transit and at rest. 
Standard security for cloud-ready software includes multi-
tenant cloud architecture, authentication, access controls, 
and a data center that’s compliant with SSAE 16 controls. 
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The Bottom Line: Time and Money Saved

If you use an in-house disaster recovery solution, you are well 
aware of its expense and the drain on your IT resources. You 
have to purchase, install, and maintain data center hardware 
and software. You must stay current with security techniques 
and ensure the system conforms to the latest compliance 
standards. Your disaster recovery site requires overhead, 
continual updating, and frequent testing, which increase your 
staff’s workload and travel costs. In the event of a disaster, 
your staff must scramble to relocate to the offsite facility, 
adding additional time and costs. 

Now compare this scenario with cloud disaster recovery: No 
more hardware to buy. Reduced maintenance of duplicate 
systems. No associated travel time or expense. And faster 
recovery of your data and systems. In short, cloud-based 
disaster recovery reduces your costs, offers ironclad security, 
speeds recovery, and frees up resources that you can use for 
other business-critical tasks. 

Let’s look at the savings gained by an actual company with 
100+ employees in Manhattan, New Jersey, and Long Island. 
Moving from an in-house approach to an outsourced cloud-
based disaster recovery scenario, this company saved more 
than US$90,000 a year in ongoing expenses. The company 
also now enjoys faster recovery times and, because the 
disaster recovery site provider maintains the disaster recovery 
platform, greater IT freedom to engage in planned projects.  

Figure 1:  

Example of Savings from Cloud-Based Disaster Recovery

Annual 
Infrastructure and 
Operating Costs

Description In-House  
Disaster 
Recovery

Cloud-Based  
Disaster 
Recovery

Hardware Servers, storage, switches, 
maintenance

US$52,517 US$0

Software Duplicate applications for  
disaster recovery, maintenance

US$16,000 US$0

Services Hosting, private and public 
bandwidth, set up, updates

US$40,800 US$0

Staffing Head count allocated to  
disaster recovery

US$52,000 US$10,400

Cloud-Based 
Disaster Recovery 
Service 

Managed, rapid recovery  
of critical data and systems 
guaranteed by SLAs 

US$0 US$60,000

Annual Costs US$161,317 US$70,400

Before adopting cloud-based disaster recovery, this company spent approxi- 
mately five hours per week on disaster recovery site maintenance (US$52,000  
annually), invested approximately US$175,000 every three years in hardware 
and software for the site, and spent a little over US$40,000 annually on host-
ing fees and renting public bandwidth. After adopting cloud-based disaster 
recovery, the company spent approximately one hour per week maintaining 
the solution (US$10,400 annually).

The Nuts and Bolts:  
How Cloud Disaster Recovery Works
How does disaster recovery in the cloud actually work?

You start by regularly backing up your mission-critical servers 
to an offsite location—a secure cloud. For recovery that’s easy 
and complete, make sure your initial capture is a full-image 
copy of your entire system; from that point on, ensure that the 
process transfers only changed data, or deltas. This offsite 
data transfer can also be a built-in backup.

What happens if a disaster strikes? 

If disaster ever does strike, your systems are reconstructed 
using the information you’ve been regularly sending to the 
cloud. They’re rebuilt in a virtualized environment, making 
for fast and easy machine provisioning. Once all data and 
applications have been recovered, your employees are given 
secure, remote access to the recovered systems via a virtual 
private network. All they need is a standard Internet connection.

Figure 2: Cloud-Based Disaster Recovery for Critical 

Systems: Ongoing Backup and Disaster Response  

How do you achieve the shortest recovery times— 

say, four hours or less? 

If your critical systems or data require the most rigorous RTOs, 
a cloud-based hot site using replication technology rather 
than traditional backup is the way to go. With replication, 
the system continually transfers data to a standby passive 
machine, providing a complete mirror of your production 
systems—this ensures the fastest possible recovery. Such 
cases, of course, also use data deduplication, immediately 
reconstituting the data once it “crosses the wire.” Standby 
systems require high levels of security, so data is typically 
delivered via IPSec Tunnels and application firewalls.

$90,000+  
Annual Savings
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How EVault Data Protection Can Help

EVault® Cloud Disaster Recovery Service from Seagate® can 
help you implement a warm or hot site in the cloud without 
burdening your resources or exceeding your budget. Our 
team of experts will start with a detailed assessment of your 
infrastructure and associated recovery plans, helping you 
establish appropriate RTOs and RPOs for your mission-critical 
systems and applications. Our team designs and implements a 
disaster recovery plan customized to fit your specific business 
requirements, tests the plan for all systems under contract, and 
provides you with a fully documented disaster recovery plan that 
you can share with auditors.

“ Cloud-based disaster recovery reduces 

your costs, offers ironclad security, speeds 

recovery, and frees up resources that you  

can use for other business-critical tasks.”

Get started with EVault Cloud Disaster Recovery Service 
now to see immediate benefits across your organization. Cut 
infrastructure expenditures, eliminate ongoing maintenance for 
duplicate hardware and software, and reduce travel time and 
expenses. If disaster strikes, you’ll be able to recover rapidly 
and comply with your business SLAs. You’ll have access to a 
fully equipped site in the cloud for as long as you need it while 
rebuilding your primary site. And you’ll have the knowledge and 
attention of experts trained to walk you through the recovery 
process, document test results, and help you pass any audits. 
All so you can focus on what’s important—your business.

Take the Next Step 
To learn more about EVault cloud services from Seagate,  

call us at 1.877.901.DATA (3282), email us at  

concierge@evault.com, or visit us at www.evault.com. 

 www.seagate.com
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